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Introduction

Citrix StoreFront provides users an enterprise app store that aggregates resources from
XenDesktop, XenApp, XenMobile App Controller, and VDI-in-a-Box in one place. Each
StoreFront user is able to subscribe to their favorite application and desktop resources, these
favorite resources then automatically follow the user between devices. With Citrix Web
Interface reaching end-of-life in 2015, it is important that administrators become familiar with
StoreFront to facilitate a successful transition between products.

StoreFront’s new modular architecture improves upon the existing design of Web Interface. It
includes a new user authentication method which directly queries Active Directory rather
than the existing double-hop Web Interface process where user credentials are sent from the
Web Interface server to the XML broker who then negotiates authentication with the
Domain Controller. StoreFront also makes the process of deploying multiple servers easier

through its configuration synchronization feature.

Customers that require a single point of access and self-service for Windows, Web, and Saa$S
applications should consider integrating StoreFront with XenMobile AppController.
ApController, which is part of XenMobile App Edition, is an additional product that must be
purchased. StoreFront is a no-cost product that is freely available for download for Citrix
XenDesktop and XenApp customers. For a complete list of XenMobile AppController
features, visit the product page.

The goal of this document is to guide the reader through the steps required to create a
successful StoreFront proof of concept environment. Citrix Consulting recommends
implementing StoreFront in a phased approach beginning with mobile users. This user group
will receive the greatest benefit since they access resources from multiple devices both inside
and outside the corporate network. Selecting the correct user group will ensure that the full
breadth of StoreFront’s features and self-service capabilities are showcased within this proof of
concept.
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http://www.citrix.com/products/xenmobile/overview.html

Architecture

Citrix StoreFront employs a modular architecture, as shown in the following diagram:
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Figure 1: Citrix Storefront Receiver Architecture

Authentication Service. Authenticates users to XenDesktop sites, XenApp farms, and
AppController, handling all interactions to ensure that users only need to log on once.
Store Services. Retrieves user credentials from the authentication service to
authenticate users to the XenApp and XenDesktop servers providing the application
and desktop resources. Enumerates the resources currently available from the servers
and sends the details to Citrix Receiver.

Receiver for Web. Enables users to access applications and desktop resources through
a web page providing the same user experience as accessing those resources through
Citrix Receiver.

Resource Subscription Database. Stores details of individualized user subscriptions
plus associated shortcut names and locations.

Beacon. Citrix Receiver uses beacon points to determine whether users are connected
to internal or public networks and then selects the appropriate access method.
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Hardware and Software Requirements

In preparation for executing all the steps outlined in this Proof of Concept (PoC)

Implementation Guide, the following components will be required:

Windows Server 2008 R2 SP1 / Windows Server 2012: Receiver Storefront is only
available for installation on these versions of Windows Server.

Citrix Receiver 3.3+ (Standard) Windows/ 11.6+ Mac: The Citrix Receiver versions

that supports direct connections to StoreFront and take advantage of automatic
account provisioning. Receiver 3.1+ for Windows and 11.5 for Mac support direct
connections to StoreFront but do not support automatic account provisioning.
Previous versions of Citrix Receiver, Citrix Online Plugin, and Receiver Enterprise
can be used, but applications and desktops will only be available from the Receiver for
Web site or by a legacy site.

NetScaler Access Gateway 10.0.69.4nc+: While not required for internal access to

resources, Access Gateway is a key feature to enable secure remote access and allow the

HTMLS5 client and Account Services features to function.

Installation and Configuration

The purpose of this document is to provide step-by-step instructions for the implementation

of each component within the Proof of Concept environment. Each step is broken down

into the following individual sections:

Section 1: StoreFront Initial Deployment

Section 2: Configure Second StoreFront Server

Section 3: Accessing Applications through Receiver

Section 4: Configure NetScaler Gateway Authentication

Section 5: NetScaler Load Balancing Configuration
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Section 1: StoreFront Initial Deployment

Citrix StoreFront can be setup in a single or multi-server deployment. Citrix Consulting

recommends that StoreFront be deployed in a multi-server configuration to ensure high
availability. The following steps detail the installation of StoreFront.

Citrix StoreFront Setup

1 | Choose the StoreFront installation file
m Downloads
e
glk )\—/| g ~ Administrator - Downloads
Organize *  Include inlibrary = Share with = Bew
- Favarites hame -
B Desktop && CitrixStoreFront-x64
4 Downloads
2 | Click Yes to install the NET framework

y | In arder ko proceed with the installation, the \NET 3.5.1 feature

" will be enabled, Do you want ko conkinue?

Check the accept terms of license box
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T2 Citrix StoreFront =] &3
.
CITRIX storeFront

License agreement

You must accept the terms of the license agreement to continue.

CITRIX(R) LICENSE AGREEMENT

Use of this component is subject to the Citrix license covering the Citrix product{s) with which you
will be using this component. Thiz component iz only licensed for use with such Citrix product(s).

CTX_code: EP_R_A32490

[¥ 1 accapt the terms of this license agreement

< Back | Next > Cancel

Internet Information Server (11S) will be deployed as part of the installation

Select Next
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77 Citrix StoreFront

.
CITRIX StoreFront

Review prerequisites

StoreFront reguires the following software before it can operate correctly, Refresh

I[=] B3

O Intemet Information Services (115)
The required roles will be deployed automatically, €

< Back | Next > I

Cancel

Select Install

Any pre-requisites missing will be installed automatically by Receiver StoreFront installer
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T Citrix StoreFront

CiTR!X' StoreFront

Ready to install

Setup is ready to install. Please review the notes and summary information below.

I[=] B3

[Install now: Prerequisites
Internet Information Services (1IS)

Install now: Roles and subcomponents
StoreFront
Citrix StoreFront 2.0.0.77

< Back Install Cancel

The installation has now been completed
Select Finish

The StoreFront Receiver administration console will automatically appear
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T Citrix StoreFront

.
CITRIX StoreFront
-

Successfully installed StoreFront

StoreFront has been successfully installed.

[ (O] %]

@ Citrix StoreFront installed successfully.

& storeFront installed succassfully,

@ Intemnat Information Servicss (115) installed successfully.

Note: StoreFront must be configured before it can be used. The administration console will
start automatically after you click Finish.

Initial Server Configuration

The first step in configuring Receiver StoreFront is importing and binding a SSL certificate

inside Internet Information Server (IIS). The following section walks through the steps

needed to complete these tasks.

1 ™E Internet Information Services {II5) Manager M=l B3

@_@ | 85 » cloupeetEwarz

EEEICE

File View Help

Q-7 e
W2 Start Page
E‘ﬁ ol

) Default Web Site

eﬂ CLOUDGATEWAYZ Home

Filker; - e -
ISAPT and CGI ISAFIFilters Logaing
Restrictions
BT I = |
= ol o
MIME Types Madules Qutput
Caching
o= q
= Ll «dy
Request Server wharker
Filkering Certificates Processes
Management
7
H [E

3

Ready

Features View |/ - Cantent view

Manage Server
= Restart

P Start

B Stop

view Application Pools

View Sites

Change MET Framewark Yersion

@ Help

Online Help

&

Before beginning the
configuration, a SSL
certificate matching the
hostname chosen must be
imported and bound to
the default IS Web Site
This is accomplished in IIS
Manager

Select the local Server
from the left menu

Select Server Certificates
from the features menu
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@..____, [@3 b CLOUDGATEWAYZ ¥

™ Internet Information Services (II5) Manager [_[O]x]

Passwiord;

I Allaws this certificate to be exported

= |

Zancel

& o e -
| i e Select Import on the
File  Wiew Help
o " Actions menu
Q- |2 |8 %l Server Certificates
=] g; itLac;tu[P)aGiETEwwz (CCSLAB\Administrator) t”ﬁi’::s f\:,atb“m to request a“dtrga\ﬂags Ee’“f‘“tes CreatelCorialoRecia
3 #pplication Pogks co‘:ﬁguered?orssegfr £an use wi Bh sites Complete Certificate Request...
) %Ei)efau\t e St Name - | iEmEd i Create Domain Certificate. ..
Create Self-Signed Certificat. .
"@ Help
online Help
JEN — |
. - Content View
Ready é3.:5
Import Certificate | 7|
e Select the certificate file to
Certificate file {.pfd: import
|| e Select OK

QQI Server Certificates

IJse this Feature ko request and manage certificates that the Web server can
use with Web sites configured For S5L,

M.,

F Y

| Issued To

| Expiration D
cloudgateway, coslab, net

3192013 1

| Issued By
VA, 5, COM

e The certificate is now

imported
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531 certificate:

ah.net

cloudgat

Wit |
x|

Cancel |

™EInternet Information Services (I15) Manager =] E3
@P.‘ IGB b CLOUDGATEWAYZ » Stes b Defaulk webSite » ]ia @ - .
e Select Default Web Site
File  Wiew Help
. NN |+ Select Bindings
1218, g Default Web Site Home B o =)
| E_lj Start Page ” Edit Permissions. .,
‘| B85 cLolpGATEWANz (CCSLAB|Administrator) AR L R - | —=
1 |5} Application Pools ASP.NET -+ GHilaEe
e -E
@ E% \\%,) . Basic Settings...
NET MET MET Error iew Applications
Authorizati,..  Compilation Pages Wigw Wirtual Directories
T\ M web sit A
g F \/ -,an:gtta te ite
NET NET Profile NET Reles v
Globalization B Start
. - . B stop
£ o
2" ‘E;__.g Browse Web Site 1
WMET Trust MET Users Application Browse *:180 (http)
Levels setings | Browse *i443 {https)
' = Content view Advanced Sett\ngs‘: £ -
Ready Gi3.:5
site Bindings K
e Select Add
Host Mame Part IP Address | Binding Information |
a0 e
e Edt... |
i *
net.pipe Remove |
nek.m.., localhost
msmg. .. localhost Browse |
Close |
Add Site Binding =
e Select https as the Type
Type: IP address: Port: .
£ e Select the SSL Certificate
Ihttps j |P.II Unassigned j |443
from the dropdown menu
Hosk name: e Select OK
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8 Site Bindings K E
e The https binding is now

Close

Type | Host Mame | Part | IP Address | Binding Infarn Add... .

http an " listed

net.tep 808:* = N Return to the Receiver
net.pipe " REmOwe | St

niet.m... Iocalhosk = orefront console
msmg. .. localhost Eromse |

https 343 *

| ] ©

Create New StoreFront Deployment

The section walks through the steps to configure the first StoreFront server in a deployment.

1 | When the administration console opens, two options are available. Since this is the first
server in the deployment, select Create a new deployment

22 Citrix StoreFront

File  Action Wiew Help

&= [mHE

ﬁ Citrix StareFronk

CiTRIX

Welcome to StoreFront

Select an option below to create a new store or extend your existing deployment
& F

Create a new deployment
Set up a deployment to deliver self-service apps, data, and desktops to your users,

Join existing server group

Add a server to an existing load-balanced group.
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Since a SSL certificate has already been bound, the hostname will automatically be filled
in. This is the Hostname of the load balancing vServer on the NetScaler for the
Storefront servers. If the hostname is blank, go back to the SSL certification installation
steps

Select Next

StoreFront Create Mew Deployment
Confirm the base URL for services hosted on this deployment.
load-balanced URL for the server group.
Base URL
store Name Baze URL: | hitps://storefront.cosiabanet

Delivery Controllers

Femaote Access

Wait for the Store to be created...

StoreFront Creating deployment, please wait...

+ Base URL
Store Name
Delivery Controllers

Rerncte Access

Enter in a Store Name

It is recommended choosing a name that helps users identify the apps and desktops. This
is the name that will appear inside Receiver.
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StoreFront

" Base URL
Store Name
Delivery Controllers

Remote Access

Store Mame

{hoose a name that helps users identify the store. The store name a

user's account.

Stors name:

Consulting _aI:I

This menu allows XenApp, XenDesktop, and Cloud Gateway Enterprise resources to

be added to the Store.

To begin adding resources, select Add

StoreFront

+" Base URL
" Store Name

Delivery Controllers

Remote Access

Delivery Controllers

Specify the delivery controllers and servers for this store

Delivery controllers:

Mame

Type

First, a XenApp server will be added to the Store.

Choose a Display name

Choose XenApp from the Type list
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Change the Transport type and Port accordingly

Select Add

Add Delivery Controller

Display name: Xendpo
Type: HenDesktop
&) Xenfpp

AppController

WDI-in-2-Box
Servers
(in failover order):

Add.. Edit... Remowve

Transport type: HTTF ~ | &k SL Relay port: | 443
Port: 8080

Enter the FQDN of the XenApp server. Select OK
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Add Server

Server name: | Xena pp:!':l.n:cslah.netl

]

9 | The XenApp server is now listed. Select OK
Add Delivery Controller
Display name: XenApp
Type: XenDesktop
® Xenfpp
AppController
VDI-in-a-Box
Servers -
(in failover order): _
| Add. || Edit. || Remove
Transport type: F1y S5L Relay port: | 443
Port: 5080
10 | To add a XenDesktop resource, the same steps are followed.
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Begin by selecting Add

StoreFront Delivery Controllers
" Base URL Delivery controllers:
« Store Name

Specify the delivery controllers and servers for this store.

Mame
Delivery Controllers

Remote Access

xenappll.ccslab.net

l [ Remowe

11

The XenDesktop type is now selected.

Once a server has been added, select OK
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Add Delivery Controller

Display name: XenDesktop
Type: ®) ¥enDesktop
) XenApp
) AppController
I WDI-in-a-Box
Servers -
(in failover order): .
| Ade. || Edit. || Remowe
Transport type: S5L Relay port: | 443
Port: 443

12

Now both XenApp and XenDesktop are listed.

Select Next
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StoreFront

« Base URL
+" Store Name
Delivery Controllers

Remote Access

Delivery Controllers

Specify the delivery contrallers and servers for this store.

Delivery controllers:

Mame | Type | Servers

Kenfpp Xendpp xenappllccslab.net

XenDesktop XenDesktop xendesktopOl.coslab.net
Add... ] [ Edit... ] [ Remave

13 | This step will begin the Remote Access configuration through NetScaler Gateway. There
are two options available: No VPN tunnel and Full VPN tunnel
Choose one and then select Add
StoreFront Remote Access
Add MetScaler Gateway appliances to provide user access from external networks.
+ Base URL Remote access: :: Mone
¥ Store Name (®) No VPN tunnel @
" Delivery Controllers Full VPN tunnel @
Remote Access
MNetScaler Gateway appliances: F1y
Default appliance: [ -
14 | Entera Display Name, Gateway URL, and Callback URL
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The SubNet IP address field can be left blank

Select Next

StoreFront

General Settings
Secure Tickst Autharity

General Settings

The display name is visible to users in Citrix Receiver preferences,

Display name: | Consulting Lab |

MetScaler Gateway URL: | hitps:/fremote.coslab.net |

Wersion: [ 10.0 {Build 63.4) or later - ]

Subnet IP address: SNIP or MIP (optional |
Logaon type: [D{:mal’n - ]
Smart card fallback: Mone b

Callback URL: @ | nttps:/fremote.ccslabinet | /CitrixAut

15

Select Add

StoreFront

v General Settings
Secure Ticket Authority

Secure Ticket Authority (5TA)

Issues session tickets in response 1o application connection requests.

Secure Ticket Authority URLs:

Edit... Remove

|| Enable session reliability

|:| Request tickets from two 5TAs, where available
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16 | Enter the STA URL and select OK
Add Secure Ticket Authority URL
STA URL: | nttpyfwenapp0l.ccsiabnet80a0 fseripts/ctestadll
o
17 | Select Create
Secure Ticket Authority (STA
StoreFront ty (STA)
Issues session tickets in response to application connection requests,
" General Settings Secure Ticket Authority URLs:
Secure Ticket Authority httoefeerappdl.coslab.n et 3080/ scripts/chestad] -
Add... Edit... Remaowve
|| Enable session reliability
|:| Request tickets from two 5TAs, where available
18 | Select Create
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StoreFront

+" Base URL

+ Store Name

" Delivery Controllers
Remote Access

Remote Access

Add MNetScaler Gateway appliances to provide user access from external networks.,

Remote access: :: Mone
(® No VPN tunnel
() Full VBN tunnel

MetScaler Gateway appliances: | [ Consulting Lab Fry

Default appliance: [Consulting Lzb ~

19

Wait for the Store to be created ...

StoreFront

+ Base URL

¥ Store Name
v Delivery Controllers
" Remote Access

Creating store, please wait...

20

Click Finish
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"Consulting Lab” Created Successfully

StoreFront
Store available
Use email addresses for account discovery. Learn more
+ Base URL
+ Store Name

Website created

" Delivery Controllers . .
Try out the store at https://storefront.ccslab.net/Citrix/ConsultingLabWeb.

" Remote Access

Citrix Receiver updates

Cheose how Citrix Receiver can install updates, Edit Settings

21

Click on Authentication

Observe that the configuration wizard enabled acecss through NetScaler Gateway and

explicit username/password.
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% Citrix StoreFront

File  Action  Wiew Help

ke Aal e 7|

& Citrix StoreFront .
Server Graup CITRIX
B Authentication y
Stores

:-:Z\.I R i F W b
A} FECEIVER FOr We Uzer name and pas cwond

&% MetScaler Gateway
® Beacons Pass-through fram MetScaler Gateway Yes

Authentication Service

The authentication service collects user credentials once and grants
access to all stores on this server.

Cwverview

Token validation service: https://storefront.ccslab.n...
Mumber of enabled metheds: 2

Status

& Service using HTTPS.
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Enable the Pass-Through Authentication Service

By default, during the initial configuration of StoreFront, only Explicit and NetScaler Access
Gateway pass-through authentications are enabled. To allow users on the domain to pass-
through their Windows credentials to Citrix Receiver, the Domain Pass-Through method
must be enabled. This pass-through option only works with the desktop Receiver, not the
Receiver for Web page. For Citrix Receiver to utilize single sign-on, it must be installed with

the following parameter: CitrixReceiver.exe /includeSSON.

1 Select Add/Remove Methods

22 Citrix StoreFront

File Action Wiew Help

&= 7= H=

u Citriz StoreFronk
Server Group
E Authentication

| Actions

CITRIX

Authentication

Receiver for Web
as NZ:;I:\;T;r ;;tef\lay User name and password Generate Security Kevs
® Eeacons Pazz-through from MetScaler Gateway Yes Vi
G Refresh
Authentication Service Help

Select Domain pass-through and then click OK.
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Add/Remove Methods

Add/Remove Authentication Methods

Choose the authentication methods with which users can authenticate to
ctores on this server,

<

| User name and passwerd

[w#| Domain pass-through

| Srnart card

[w#| Pazs-through from MetScaler Gateway

3 Domain pass-through authentication has now been enabled.

E? Citrix StoreFront

File  Action “iew Help

YR

ﬂ Citrix SkareFronk
Server Group
2 authentication

| Stores
BY] Receiver For Web

o MetScaler Gateway
¥ Beacons Domain pass-through Yes

Authentication Method

User name and password

Pazz-through fram NetScaler Gateway

Section 2: Configure Second Receiver StoreFront Server
Once the first server has been configured, a second server should be added to the multi-server
deployment.

| 1 ‘ On the first server deployed select Add Server from the Server Group menu.

Page 27



2 Citrix StoreFront

File action Wiew Help

e= | Z=HE

¥4 Citrix StoreFront I Actions
Server Group
2 authentication

Server Group

Stores i Add Server

BY) Receiver For Web 5 ]

: erver Grou hange Base LURL
o% MetScaler Gakeway P o

¥ Beacons Wiew 3
Group Details | G refresh
Base URL: https://storefront.ccslab.... Help

Mumber of servers: 1

This server will now show an Authorization code that must be entered on the next server joined to
the deployment.

Add Server

Authorize New Server

Enter the authorization information shown here on the joining server,

Authorizing server:  storefront

Authorization code: 32720072

4. Please wait...

Cancel

On the second server select Join existing server group
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27 Citrix StoreFront

File Action Wew Help

&= |=H=

i Citrixe SkoreFront

CiTRIX

Welcome to StoreFront

Select an option below to create a new store or extend your existing d

Create a new deployment
Set up a deployment to deliver self-service apps, data, and desktops

Join existing server group

Add a server to an existing load-balanced group.

Join Server Group

Join Server Group

To authorize this server, first connect to a server in the group and choose "Add
Server". Enter the provided authorization information here.

Authorizing server: | storefront

Authorization code: | 32720074
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Join Server Group

Joining server group...

P

Join Server Group

Joined Successfully

"STOREFROMT-2 s now part of 2 multiple server deployment.
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27 Citrixt StoreFront

File  Action View Help

&5 2EHE

ﬂ Citrix StoreFronk
Server Group
2 authentication

| Stores
By Receiver For Web

&% MetScaler Gateway
'? Beacons

CiTRIX

Server Group

Group Details

Base URL: https://storefrant.ccslab.net/
Mumber of servers: 2

Server Details

Server Mame Synchronization Status
ctorefrant 0 Successful on £/5/2013 4:23:12
P
0 Successful on 6/6/2013 4:23:12

storefront-2 M.
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Section 3: Accessing Applications through Receiver

To simplify the Receiver provisioning process, StoreFront has introduced an auto-discovery
service called Account Services. Available beginning with Receiver 3.3 Standard for Windows
(Mac 11.6, 10S 5.6, Android 3.1), this feature allows Receiver to automatically provision a
user for internal and remote access. This service eliminates the need for users to download

Provisioning files and manually import them into Receiver.

To allow users outside the corporate network to provision Receiver, NetScaler 10 build
69.4.nc and higher now includes a new entry in the session policy profile where the
StoreFront Account Services URL is specified. The following steps walk through the process
of a user provisioning their account inside Receiver through NetScaler Gateway.

1 | Configure the Account Services Address on the NetScaler Gateway Session Profile

Configure MNetScaler Gateway Session Profile X

Marme®* |Nati'-.-'eFlecei'-.-'erSF |

Unchecked Owerride Global check box indicates that the walue is inherited from
Global MetScaler Gateway Pararmeters,

Metwark Configuration | Client Experience | Security  Published Applications |

verride Global
ICA Proxy |OFF -|
Witeb Interface Address | | Ol
Web Interface Portal Mode [MORMAL - O
Single Sign-on Domain | | [
Citrix Receiver Horme Page | | ]
Sccount Services Sddress |https:;‘,-‘stu::refru:unt.ccslah.netl
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Citrix Receiver™

Enter your work email or server address:

user@remote. ccslab.neﬂ

If you do not need to add an account, cick Cancel, If you need
to add an account later, start Citrix Receiver and choose
Accaunts,

Ned || Cancel

Citrix Receiver | 2% l

Llser name; Iuser

Paszword; I-----------------

[ Lag On ] [ Cancel

E Secure connection

Click Yes
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[ﬂ Add Account

Citrix Receiver™

Do you want to use information provided by "Roger”
to configure your account? You should only proceed
with account setup if you trust this server.

» View details of this download

Click Finish

B Add Account

Citrix Receiver”

J Account is added successfully

Receiver will now display the subscribed resources. Applications and desktops are now
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ready to be launched

Click the Settings icon

D)) Citrix Receiver

? Y= X

(@G E

Firefox Word 2010 XenCenter

Add or Remove Accounts
Cn | Name Description
Consulting Cloud {Primary)
Add... l [ Remave...
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Receiver for Web

In addition to accessing StoreFront Stores within Citrix Receiver Standard, users can also
access applications and desktops through a web page. The Receiver for Web site allows users
to easily connect to their resources on devices that might not have Citrix Receiver installed. It
supports launching applications with the full Receiver, Receiver Web Plug-in, or HTML5
client. This gives users the flexibility to access resources on devices on which that they do not
have permission to install the full Receiver. Receiver for Web also separates applications and
desktops and into tabs, with all desktops available to the user automatically appearing on the
desktop page. It also provides user driven desktop restarts functionality for XenDesktop

resources.

€« C A O https//cloudgateway.ccslab.net/Citrix/ConsultingCloudWe 3 [ C' ft O https;//cloudgateway.ccslab.net/Citrix/ConsultingCloudWe

Citrix Receiver Consulting User v

Citrix Receiver

) @ @

o o ®
Desktop Development (1) Development (2)

@ @

o
Physical Desktops XenApp 65 Desktop

Desktops Desktops

Figure2: Apps View Figure 3: Desktops View

Section 4: NetScaler Load Balancing Configuration

This section will give an overview of the steps necessary to configure a NetScaler to load
balance StoreFront. NetScaler 10.1 includes a new health monitor designed to intelligently
monitor StoreFront. This allows NetScaler to provide a high level of reliability to the
deployment.

From the Load Balancing menu, select Servers

Select Add
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= Traffic Management

= Load Balancing
Wirtual Servers
Sersices
Service Groups
kanitors

hdetric Tables

Servers

Dashboard Configuration Reporting
# Bystern MetScaler > Traffic Managerent > Load Balancing
+ AppExpert

Add... Open... Rermowe |

Mame Stat

Mo records

Choose a name and enter in the IP Address for both StoreFront servers

Select Create after each server is entered
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Create Server ®

Server Mame* |St|:|reFrl:|r‘|t| |

--[FIP.ﬂ.ddress " Darnain Marme |

IPAddress™ |1gg . 168

=
o
.
-1
—
=l
<
=3

Traffic Domain ID

Translation IP Address

Translation kask

Resohe Retry (secs)

[ IPv6 Domain
[¥ Enable after Creating

Comments |

0 Create | Close |

Both StoreFront servers are now listed

| MetScaler »  Traffic Managerment > Load Balancing > Servers

Add... Oper.., Rernoee |

MName ‘ State IPAddress f Domain
StoreFront o Enabled 192.168.1.122
StoreFront-2 o Enabled 192,168.1.177

From the Load Banacing menu, choose Monitors
Select Add
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Dashboard Configuration Reporting

+ System MetScaler »  Traffic Managerment > Load Balancing

+ AppExpert
Sdd... Cpen.., Remuowe ‘

= Traffic Management
Mame

=l Load Balancing
b ping-default
Wirtual Servers

Services b top-default

Zervice Groups boarp

Monitors

Choose a name for the Monitor and select StoreFront as the Type

Leave the Standard Parameters settings default and choose the Special Parameters tab
Enter in the Hostname used for the StoreFront group along with the Store Name
Check StoreFront Account Services

Click Create
Create Monitor X
Mame* |StoreFront | Type* [sTOREFRONT -

Standard Pararneters  Special Pararneters |

Host Marme |st0refr0nt.ccs|ab.neﬂ |

Store Mame |ConsultingLab |

Storefront Account Service

Choose Service Groups from the Load Balancing menu
Creating a Service Group allows a single health monitor to be attached to both servers

Select Add
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+ Systern

MetScaler » Traffic Management » Load Balancing

+ AppExpert

Add Cpen.. Rermoe |

= Traffic Managerment

=/ Load Balancing

Mame

Mo records

Wirkual Servers

ervices

Service Groups

Enter in a Service Group Name. Choose SSL for the Protocol
Select the two StoreFront servers and enter 443 as the Port and then click Add

(Create Service Group

Serice Group Marme* |StureFrUnt

| Protocol® [S5L

Traffic Dornain ID |

'|

Enable Service Group Enable Health Monitoring [ AppFlow Logging

ternbers | Ianitors I Profilesl Advancedl 3sL Settingsl

StoreFront-2

port  [a43 \

Weight [1

rSpecify Mermber(s) Configured Members
(2 ]P Based (8 Server Based Server Name IIP Address/Domain |P0rt |Weigm |Server I |Hash D IMember State
S StoreFront 1921681122 443 1 "Mone" To be Enabled
StoreFront-2 1921681177 43 1 "Mone” To be Enabled

Select the Monitors tab and choose the previously creted StoreFront monitor and click

Add.

It will then appear as a configured monitor
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(Create Service Group

Service Group Marne® ‘StoreFront ‘ Protocal® [S5L

Traffic Daornain ID ‘ "

Enable Service Group Enable Health Manitaring ] &ppFlow Logging

Members  Monitars | Profiles | Advanced | 3L Zettings I

[Awailable [ Configured

Monitors Monitors Wigight State

Pazsive

sl StoreFront 1
ncls
ping

top

bty
tcp-ecy
http-ecy

Licp-ecy

O

9 | Choose the Advanaced tab
Click Override Global, uncheck Use Source IP
Click Client IP Header and enter in X-Forwarded-For
Create Service Group
Zervice Group Marne® |Stu:|reFru:|nt |
Traffic Darnain ID | v|
Enable Service Group Enable Health Monitaring [ AppFlow Lagging
fernbers | kdonitors | Profiles  Advanced | SEL Settings |
- Threshalds
[ Owerride Global
Max Requests |[I
kdax Clients |EI
~ldle Tirme-out (secs)
Client | |
Settings v Owerride Global
[ Use Source IP [ Client Eeep-alive L] TCR Euffering Cornpression
ClientIP Header |}(-F|:|nufarded-Fu:ur |
10 | Choose the SSL Settings tab

Select the SSL certicate for the StoreFront servers and click Add
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Click Create

Create Service Group

Traffic Domain ID

Zervice Group Marne® |Stn:|reFrn:|nt

Enable Service Group

Enable Health Monitaring

kermbiers | kAanitars | F'rn:nfilesl Advanced

| ==L Parameter... ||

Cighers.., |

~Swailable

Cetificates

nz-zerver-cetificate
WildCard Cert

[] AppFlow Logging

551 Settings

- Configured

Cerificates

WildCard Cert

11

Select Virtual Servers from the Load Balancing menu.

Select Add

MetScaler W

Dashboard

Configuration

Reporting

* Bystern
+ AppExpert
= Traffic Managerment

=l Load Balancing

Yirtual Servers

MetScaler » Traffic BManagernent > Load Balancing

Add...

COpen., Rermowe |

Mame

Mo records

12

Enter a Name and IP Address for the Virtual Server
Choose SSL for the Protocol
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Create Yirtual Server (Load Balancing)

Marme* |St0reFr0nt | @ [P Address Based () IP Pattern Based

Pr0t0c0|“’|SSL v| IP Address* |192 168 .1 .12 ||:|1Pv§
[ Metwork WServer Range |1 | Part” |443 |
Directly Addressable State [ AppFlow Logging Traffic Dormain ID | 'l

Services | Service Groups | Folicies | tethad and Persistence I Advanced I Profiles | S5l Settings

13 | Choose the Service Groups tab
Choose the previously created StoreFront Service Group
Create Yirtual Server (Load Balancing) x
Marme* |St0reFr0nt | @ IP Address Based () [P Pattern Based
Protocol"’|SSL v| IP Address* |192 Lleg .1l .12 ||:|1Pv§
[ Metwark Waerver Range |1 | Part* |443 |
Directly Addressable State ] AppFlow Logging Traffic Dormain ID | v|
Services  Jervice Groups I Palicies | Method and Persistence I Advanced | Profiles I S5L Settings
Dctivate All Deactivate Al | 2] Member binding details... | "% Find
Active |Service Group Marme IPmtocoI
StoreFrart S5L
14 | Choose the Method and Persistence tab

Select SOURCEIP as the Persistence
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Create Yirtual Server (Load Balancing)
Marme* |St0reFr0nt | @ [P Address Based () IP Pattern Based
Protocol*|SSL v| IP Address™ |192 .1les .1 L 12 ||:|1Pu§
[ Metwork WServer  Range |1 | Part* |443 |
Directly Addressable State AppFlow Logging Traffic Damain ID | '|
Services | Service Groups | Policies  Methad and Persistence | Advanced | Profiles | S5l Settings I
rLB Method
tethod |Least Connection ¥ | Mew Service Startup Request Rate | | |PER_SECOND '|
Increrment Interval | |
rPersistence rBackup Persisterce
Persistence |SOURCEIP v| Persistence |NONE v|
Tirne-out (min) | | Tirne-aut (min) | |
IPwd Metrnask | . . . | IPwd Metmask | |
P Mask Length | 128 | | | IPut Mask Length | |

Comments

&) Help

15

Choose the SSL Settings tab
Select the SSL certificiate and click Add
Click Create

Create Yirtual Server (Load Balancing)

Marme* |St0reFr0nt | @ [P Address Based () [P Pattern Based

pmtom|w|33L v| IP Address* Loz . 185, 1 .12 =Py
[ Metwork WServer  Range |1 | Part” |443 |
Directly Sddressable State [ AppFlow Logging Traffic Domain ID | '|

Sepdices | Service Groups | Policies I tethod and Persistence | Advancedl Profiles S5l Settings |

| SEL Pararmeter... | | Ciphers... | | S5L Policies... |

WildCard Cert

rfvailable Configured
Cetificates Cetificates IT\,fpe Check SkipCa
ns-server-cerificate WildCard Cert Server Cerificate
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Section 5: NetScaler Gateway for Remote Access

To provide remote access for users located outside the corporate network, it is recommended
that StoreFront be deployed in conjunction with NetScaler Gateway, formally known as
Access Gateway. NetScaler Gateway acts as a reverse proxy, tunneling all Citrix HDX traffic
over SSL. Remote users have the option of accessing their resources from either the locally
installed Citrix Receiver or via the Receiver for Web site. For an optimal deployment that
allows users to easily connect from inside and outside the organization, it is recommended
that the Account Services feature be implemented. This feature will allow users to seamlessly
configure their locally installed Receiver for external access through NetScaler Gateway. This
feature essentially automates the process of downloading and importing a Provisioning file.

A Provisioning file is a XML file that includes the necessary information to allow Receiver to
decide whether it should connect directly to StoreFront or through NetScaler Gateway. This
decision is made by using the beacon addressees included in the file. If Receiver is able to
resolve the internal Beacon address, it will connect directly to StoreFront. By default, the
internal Beacon address is set to the load balancing hostname for the StoreFront servers,
although this can be changed in the Beacons menu inside StoreFront. For more information

on configuring the Receiver Provisioning file, please reference Citrix eDocs.
Session Policies

To direct remote users to the optimal location, multiple session policies should be created on
NetScaler Gateway. Using HTTP headers, the NetScaler is able to detect if the connection is
being made from a web browser or directly from inside Receiver. Below is an example of the
session policies required for Native Receiver and Receive for Web access.

Priority | Policy Name | Expression Profile
10 Native REQ.HTTP.HEADER User-Agent Native Receiver
Recerver CONTAINS CitrixReceiver &&
REQ.HTTP.HEADER X-Citrix-Gateway
EXISTS
20 Receiver for | ns_true Receiver for Web
Web
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Profile Name Settings

Native Receiver | ICA Proxy: On |Clientless Access: On | Account Services URL:
StoreFront Server FQDN | Weblnterface URL: StoreFront Server

FQDN| SSO Domain

Receiver for Web | ICA Proxy: On | Weblnterface URL: StoreFront Receiver for Web page

| SSO Domain

To function correctly, Citrix Receiver requires that the StoreFront Services traffic not be

rewritten, as would normally be the case when NetScaler Gateway is operating in Clientless

Access (CVPN) mode. To disable rewriting, it is necessary to define a custom rewrite policy

for Clientless mode. Under the Clientless Session Policies tab, a new policy should be created

and binded. The URL Rewite policy should be set to ns_cvpn default inet url label and the

expression set to true.

Certificates I Authentication | Bookmarks  Policies | Intranet Applications I Int

1!5 Session ﬂ Traffic D Auditing @ Pre-authentication ['_'i Cach|

Priority Palicy Mame Expression
100 cyvpn v |true
Figure 4. Clientless Access Policy
Configure Clientless Access Profile -

Marme* |cupn

[ Enahble Persistent Cookie

Rewvrite | Finding URLs I Client Cookies

You can specify revetite policy labels to rewrite all the URLs present in HTRL response
biody, and general rewite in JawaScript, HTTP request and HTTP response headers,

URL Rewrite |ns_cvpn_default_inet_url_label 'l Hew... El Modify... |
lavaZcript Rewrite | V| New... [Z] Madify... |
Bequest Header Rewrite | 'l Wew... [7] modify... |
Reszponse Header Rewrite | 'l Wew... [7] modify... |

Figure 5. Clientless Access Profile

HTML5 Receiver Client
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StoreFront 2.0 is packaged with a native HTMLS5 Citrix Receiver client that can be used as a
fallback client if the native Receiver is not installed. Receiver for HTML5 allows connections
to through a browser without having to install any software on the endpoint. The Java client,
which was previously used as the fallback option with Web Interface is no longer supported
with StoreFront. The HTML5 client can be enabled during the initial StoreFront
configuration or afterwards on the Receiver for Web section of the administration console.
Administrators have the option of configuring the HTML Receiver the primary client for all
users or configuring it as a fallback if the native Receiver is not installed. The only exception
to the configured options is ChromeOS which always will use the HTMLS5 client. Before
deploying the HTMLS5 client, please verify your environment against Citrix eDocs for a list

the prerequisites that must be in place.

Conclusion

Citrix Consulting currently recommends StoreFront be implemented in a phased approach
beginning with pilot environment for mobile users. This user group will see the greatest
benefit from having a seamless experience between devices regardless of their location. The
pilot environment should deliver resources from the production XenDesktop & XenApp
deployments. Additionally, StoreFront should be deployed in parallel to the existing Web
Interface environment on a separate Windows server instance. This will ensure a smooth

transition while not disturbing any user groups that are utilizing Web Interface.
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