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Introduction

Citrix Access Gateway™ is a secure application access solution that provides
administrators granular application-level control while empowering users
with remote access from anywhere. It gives IT administrators a single point
to manage access control and limit actions within sessions based on both user
identity and the endpoint device, providing better application security, data
protection, and compliance management. Citrix Access Gateway is the first
SSL VPN built to deliver both secure virtual desktops and applications.

Citrix Receiver makes going virtual as easy as turning on a TV. Users freely
choose any device — it runs on smartphones, laptops, desktops and netbooks
— turning any device into a powerful business tool to securely access corporate
data anywhere. With Citrix your business will be more agile, competitive and
profitable.

When deployed with Citrix Access Gateway, the Citrix Receiver uses Certifi-
cates to validate connections and secure data. It is therefore a requirement
that a valid Certificate chain of trust be established between the Citrix Access
Gateway and the Citrix Receiver.

Purchasing a Server Certificate from a valid third-party such as Verisign, and
importing it into the Access Gateway is the best way to do this. However, for
proof-of-concepts, you might want to create and use Self Signed Certificates.
The Self Signed CA Certificates generated on the NetScaler will not work with
the Citrix Receiver, so you must generate Self Signed Certificates using a Win-
dows Server - for proof of concept deployments.

This guide will walk you through creating a Self Signed Certificate for use
on the NetScaler AGEE as a Server Certificate, and also the importing of the
Windows Certificate Authority Root Certificate.
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Solution Requirements

o Self Signed Certificate Authority Root Certificate for use on NetScaler AGEE
o Self Signed Server Certificate for use on NetScaler AGEE

Prerequisites

e NetScaler AGEE v9.1+
e Windows Server - Certificate Authority

e (itrix Receiver
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Network Diagram

The following is the Network that was used to develop this deployment guide.
Citrix
“Receiver / Access Gateway”
Logical Network Diagram

XenApp Farm

CA cert: ns.com
Server Cert: xd.ns.com

NetScaler AGEE Public URL
https://ag.citrixlabs.com
=S
Citrix Receiver
FQDN:
ag.citrixlabs.com
2225

Private: Public:
1.1.1.0/24 2.2.2.0/24
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Citrix

“Receiver / Access Gateway”
Certificate Chain of Trust

Trusted Certificate
Authority Certificate

ivE

:

Public Server
Certificate

ivE

Certificate Authority

O Trusted Root
CA Certificate
(citrixlabs.com)

® Server Certificate m

(ag.citrixlabs.com)

Import:

O Trusted Root CA Certificate

\/
¥

E 4

Devices



Connect to NetScaler:

Navigate to SSL.

Select Create RSA Key.

Create Key:

Create the key, by assigning a
name, and key size.

@[2) Feature is disabled.
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NetScaler Cert Request

Create certificate request on NetScaler

Create a certificate request on the NetScaler, and we will submit it to the Win-
dows Certificate Authority to issue a certificate.

> Citrix NetScaler Configuration Utility - Windows Internet Explorer

@ [&] ntp//10.217.105.51merujaus

] [#2][x] [ vznool sezren

Welcome nsrox

& Qresos nanms 8

) system
i network

Jons LJ‘}
=" ﬁ
Certificates

[ Cipher Groups
QR
[} Policies
) s5L Offioad
) AppExpert
) Compression
) Integrated Caching
1) Protection Features
@ HTML Injection
1) Load Balancing

i@ AAA - Application Traffic

1) Content Switching éﬁ)
1 Cache Redirection

g GsLB =

) Rewrite

) Respander v

Settings save Refresh All Help

| @ refresn | g A toFavortes | @) e ‘
a

Getting Started SSL Certificates
Certificate wizard Create Certificate Request
CRL Management Create Certificate

Create and Instal @ Server Test Certificate

SSL Keys Tools
Create RSA Key Create Diffie-Helman (DH) key

Creste DSh e c (i Import PKCS#12
el ¥ Export PKCS#12
Manage Certificates [ Keys [ CSRs

Start file synchronization

Settings
Change advanced S3L settings

Configuration Summary

@ Navigation Pane 13 Certfcate key pairs
n ; 34 Cipher Groups L
Favorites
u Mo CRL
2£) Quick Links Ho SSL Policy @
@ Ready [0 nsroot
—
Create RSA Key | x|
Key Elename™® |netscalar.key | [ Browse... I
ke Size (bits)™ [1024 |

Public Exponent Value  (3) F4
Key Format (#) PEM
PEM Encoding Algorithm () DES

Qs
(O DER
(C) DES3

PEM Passphrase® |

verify Passphrase™ |

& Help

Ceme ]
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(= Citrix NetScaler Configuration Utility - Windows Internet Explorer 7 C reate Ce rtificate
GO+ oo mmms )5 ot o o e Request:
= .

i Favorites | @ i Netscaler Configuration Uity ]

R Create the Certificate Request,
Welcome nsroot@10.217.105.51(ag.xencloud.net) . .
using the key just created.

Settings Save Refresh All Help
= e mn B [ v g e [ ]
J system &
g g;;“““‘ 0 Getting Started SSL Certificates
= U ﬁ Certificate wizard Create Certificate Request
CRL Management Create Certificate
Certificates
[2) Cipher Groups Create and Instal & Serverresreeremesre
Dere
[ Policies
J 58 Offload SSL Keys Tools
D Appespert Create RSA Key Create Diffie-Helman (DH) key
CJ Compression Create DSA Key (i Import PKCS#12
() Integrated Caching Export PCS =12
() Protection Features

Manage Certificates /Keys | CSRs

HTML Injection
@ 5 Start fle synchrenization

1) Load Balancing
@ AAA - Application Traffic @, Settings

{{J Cantent Switching {é) Change advanced SSL settings
(g Cache Redirection
(@ Gse S
J Rewrite

J Responder v

eature is disabled.
e Configuration Summary

13 Certificatekey pairs
34 Cipher Groups L
No CRL
<L) Quick Links No SsL. Poiicy |
Error ; Cannt create output f, File sheady exisis @ Ready [ neroct &

Create Certificate Request X Create Certificate
Request:

Reguest File Name™ |netsca|er.req | l Browse... ] ’ View... ] Name: <fi|ename>_req
Key File Name™ |netsca|er.key | ’ Browse ] Key <filename> key
Key Format (@) PEM () DER

Passphrase: ******

PEM Passphrase (For Encrypted Key) |nnn |
~Distinguished Name Fields CN: <FQDN of NetScaler SSL

Common Name |ag.cit'ixlabs.com | State/Province Name™ |Calif‘ornia | VIP>
City |San13 Clara | Email Address |admin@citrixlabs.com | Clty Clty
Organization Name™ |Cit’ix | Crganization Unit |Cit’ixlabs| | Ol’gi <Organizati0n Name>
Country Name= |UNITED STATES M State: <Full State Name>
_Attribute Fields email: <admins email>
Challenge Password | | Company Namg | Org nit: <Org Unit>
Country: <country>
9 teb I [ Note: The Common Name

must match the Fully Qualified
Domain Name that is used on
the NetScaler SSL VIP.



Copy Cert Request:

Using a program such as
WinSCP or SSH, copy the
certificate request and key files
to the Windows Certificate
Authority server.

Certificate files are stored in the
/flash/nsconfig/ssl directory.
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Certificate Authority

Copy certificate request to Certificate Au-
thority

"2 ssl - nsroot@10.217.105.51 - WinSCP

Local Mark Fles Commands Session Options Remote Help
S NS e WL FHEVE Y o o B
C Local Disk v 4 @&t s Flie- <60 Q6] &
Name =~ Ext Size | Type Chang A
. Parentdirectory  5/10/20
B ]netscalerkey §91 RegistrationEnt... 5/10/20
[ netscaler.req 737 REQFie 5/10/2(
-3 flash =
- nscorfig
12 Hmiinjection
{2 cerse
1) monitors
) nstemplates
2 s=h
sl
12 templates
s e p
Name - Ext Size | Chang A
[#)igateca.req 716 8112
(Eligateserver.cer 1,375 8/112
Bigateserver key 887 &/11/2
8,505
4508 6/28/2
Ensaca.cer 1,395 10/31/
Bns2cakey 891 10/31/
[#ns2careq 712 10/31/
(Elnszserver.cer 1,371 1031/ i@
< I 3|« B
0Bof 1.628Bin 0of 2 1.628Bof 234 KBin 2of 135
# F2Rename | f FaEdit 3 F5Copy {5 F6Move (- F7Create Directory X F8Delete [ F9 Properties [ F10 Quit
S srp3 @ 0:0529




DEPLOYMENT GUIDE | Access Gateway Self-Signed Certificates, Citrix Receiver

Create certificate on Windows Certificate
Authority

R Tt B Open the certificate
request file:

Use a program such as
el === - @fs Notepad to open the request

Organize ~ 132 Views ~ [5]] Open flle

Name = | =| Date modified | ~| Type [~lsze  [-] )
5/10/2010 10:00... KEY File 168

I Documents e S00/2030 30:00

IE Pictures
B music Restore previous versions.

Favarite Links

(5 Recently Changed Send T
I5 searches
Public

Folders ~

netscaler.req Date modified: 5/10/2010 10:02PM
REQ File Size: 737 bytes
Date areated: 5/10/2010 5:37 PM

%3 184.73.213.80 - Remote Desktop Copy to Clipboard:

a Copy the contents of the
certificate request to the

clipboard.

File Edit Format View Help

[iLw81oh30u: noy y Al

IADANEgkghk . BF1 HR7dmHqqd003n5

ki /NXLQO013hi y vF20F+8Csgzm7
E Dh01aM1 8o

Select Al

Right to left Reading order
Show Unicode control characters
Insert Unicode control character  »

Open IME
Recomversion

R T IO
Date created: 5/10/2010 5:37PM

Oostart| | 5 & | et || netscaler - tiotepad Bl
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Request Certificate:

Launch a browser and navigate
to the http://<domain>/CertSrv

page to bring up the Certificate
Server.

Select Request a Certificate.

Request Certificate:

Submit an advanced certificate
request.

Remote Desktop

rectory Certificate Services - Windows Internet Explorer

@;: = [&] hip:/focalhost/cer s/

=l & [+ [ |8 Lve search

5 Favorites | 35 @ Suggested Sites ~ & Web Slice Gallery ~

1@ Microsoft Active Directory Certificate Services | |

X% - E) - Y e - Page - Safety - Tools - @~

icrosoft Active Directo

ificate Senice

Welcome

=

You can also use this Web site to download a certificate authority (CA) i i chain, or c revocation
view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Cerificate Services Documentation.
Select a task:

Request a certificate

View the status of a pending ceificate request

Download a CA certificate, certificate chain, or CRL

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your
identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate you request,
perform other security tasks.

list (CRL), or to

=
Done [ [ [ [ [ [ [& tocalintranet | Protected Mode: OFf [¥a - [®1w00% -
Lostan| | Lom @ | | cens | 7 netscaler -motepad |[@ ticrosoft Active Dire.. =Ty

Remote Desktop

icrosoft Active Directory Certificate Services - Windows Internet Explorer

@;: = [&] http: /localhost/certsrvjcer traus.asp

=l & [+ [ |8 Lve search
5 Favorites | 35 @ Suggested Sites ~ & Web Slice Gallery ~

1@ Microsoft Active Directory Certificate Services | |

-8 -2

Microsoft Active Directory ificate Senvices

—

a Certificate

Select the cerfificate type:
User Certificate

Or, submit an advanced certificate request.

http: flocalhosticertsrv/certraad.asp.

[ [ [ [ [ [ localintranct | Protect=d Mode: OFF
Lsan| | Lm @& |

| certs | 1 netscaler - notepad |[ & Microsoft Active Dire...
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Remote Desktop

icrosoft Active

@‘; = [] htio://locahost/certsryjcertraad.asp

ory Certificate Services - Windows Internet Explorer

=1 B[4 ][> | [# v sarcn
¢ Favorites | 5 (@ suggested Sites + {8 | Web Sice Gallery +

(& Microsoft Active Directory Certificate Services | | - - 7 g - Page~ Safety- Took - (@~

Microsoft Active Directory Certificate Senices

=l
— citrixlabs

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:
Create and submit a request fo this CA

ate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a base-64-encoded

Done

I
[ [ [ [ [ [ 6 Localintranet | Protected Made: OFf [7a - [®wmo% -
Drstart| | Zm & | s |l netscaler -notepad || '@ wicrosoft active pire. Sl

%3 184.73.213.80 - Remote Desktop

= Microsoft Active Directory Certificate Services - Windows Internet Explorer

@: = [] ntto:/focahosticertsrv/cer traxt.asp

=l & [ %] [ [ |2 Live search
iz Favorites | 5 @ suggested sites + | Wb Siice Gallery ~

(& Microsoft Active Directory Certificat Services | | M- - | gmn - Page~ Safety - Took - @~

Microsoft Active Directory Certificate Senices

- citrixlabs-DC-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request
generated by an external source (such as a Web server) in the Saved Request box.

Saved Request:

GOWOBAQUFARCBGQBT 1 z2psHRT cmAq =]

Base-64-encoded |xDyMc66DGVRXLQOO13hRegzhJulwt LIYRUVE20F+

certificate request DY MesrgFI3Mi )x6Dh01
(CMC or 2gnaug=—

PKCS#100r  |————-1 END NEW CERTIFICATE REQUEST--——-—
PKCS #7):

I |

Certificate Template:

Additional

Attributes
<

Bl

Submit > I

= |

[E
Ostat| | L mE | e

[Fa = [®Rwo% -

i

[ | & Local intranet | protected Mode: Off

| 1 netscaler -Notepad

Certificate Request:

Submit a certificate request by
selecting “Submit a certificate
request by using a base-64-
encoded CMC or PKCS #10
file, or submit a renewal request

by using a base-64-encoded
PKCS #7 file.”

Certificate Request:

Paste the certificate request
into the input form.

Select “Web Server” for
Certificate Template.

Submit.

12



Issue Certificate: £+ 184.73.213.80 - Remate Deskiop

¢~ Microsoft Active Directory Certificate Services - Windows Internet Explorer

If the Certificate Authority has @"%“‘“““‘"‘”ﬁ‘"“‘"‘w-‘ Bl x| [ vecerer []-]
enabled “auto enrollment”, the e (B e
Server Certificate has already
been issued.

{& Miaosoft Active Directory Certificate Services | | i - B - [ m - Page- safety - Tools - @~

=

Welcome

If nOt, yOU WI" need tO IaUnCh Use this Web site to request a cerfificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your
e . . identity tn nennle vni communicate with aver the \Weh d | Terminal Services » Ing upon the type of certificate you request,
the Certificate Authority snap-in EC2Confote ves etings ng upan the typ you req

=] Active Directory Domains and Trusts.
(& mtemet Explorer

and ISSue the Cer‘tlflcate. [E=5] windows Contacts [l (el , or certificate revocation list (CRL), or to
1 Windows Update
1. Accessories
Start -> Programs -> ) e T Senvices Docunentation.
L . || Extras and Upgrades . Componen
Administrative Tools -> — Poamers & conte e r i ey et
. . || Microsoft SQL Server 2008 Data Sources (ODBC)
Certificate Authority. ) sertp o % v
|| Windows PowerShell 1.0 Netwark @ Eventvewer
&, Group Policy
Control Panel ¥4 Internet Information Services (I1S) 6.0 Manager
5 Internet Information Services (I1S) Manager
&, isCSI Initiator
Help and Support “h Local Security Policy
(3] Memary Diagnostics Tool
Run... (@ Reliabllity and Performance Moritor
Zh Seunity G Wizard
Windows Security =L, Server Manager
. Services
2! Share and Storage Management
- Storage Explorer
4 Back System
[start search [0) @ | ||© reskschedder - =
& Windows Firewall with Advanced Security Calintranet | Protected Mode: Off [Fa - [Rwow - 4
rstart | G M & | | certs | netscall s windows server Backup e

Desktop

rectory Certificate Services - Windows Internet Explorer

GO ~ [0 omrommrn =1/ &[4 ¢ [ e seoer [2L]

< Favorites | 75 @ suggested Sites + @] Web Sice Gallery ~

{& Miarosoft Active Directory Certificate Services | | i~ B - ) @ - Page~ Safety~ Tooks~ @~
Welcome
[SPPRTRPRTVRAPRIN ff certsrv - [Certification Authority (Local) \citrixlabs-DC-CA\Issued Certificates]
identity to people yc| Fie Acton View Help
perform other secur| 4 S |xd=H ‘
[ T certification Authority (Local) Reques... | Requester Name | Binary Certificate | Certificate Template | Serial Number | Certificate Effectiv
You can also use thi trhdabs.DC.CA
view the status ofa | = @i dirdabs Gl2 CITRIXLABS\DCS ~—BEGINCERTL.. CAExchange (CAEx... 1561fdce000... 4/28/2010 1L:29FI
[ Revoked Certificates s CITRI¥LABS \Administrator ~ -——BEGIN CERTL.. Web Server (WebSe... 1562c063000... 4/29/2010 11:30FI
N . @4 CITRIXLABS \Administrator ——BEGIN CERTI... Web Server (WebSe... 15674148000... 4/29/2010 11:35P1
For more informatic = s CITRIXLABS\DCS ——BEGIN CERTL... Domain Controller (...  16a83ebe000... 4/30/2010 5:25 AM
5] Failed Requests Gils CITRINLABS\administrator ~ ——BEGINCERTL.. Web Server (WebSe... 24252c8f000...  5/10/2010 5:32PM
Select a task: [ Certificate Templates
Request a cerifi
View the status ¢
Download a CA
0| »l 5
LI e e —— T 3 TETv Z

D] | Lm & | s | 7l netscaler - Notepad | & Microsoft Active Director... | [ certsrv - [Certificatio... 10
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Download Server Certificate

Remote Desktop

ectory Certificate Services - Windows Internet Explorer

=l | &[4 ][ > | [# ive search

g Faverites | 5% @ Suggested Sites = @] Web Slce Gallery ~
& Microsoft Active Directory Certificate Services

@ internet Explorer has blocked this site from using an ActiveX control in an unsafe manner. As a result, this page might not display correctly.

¥ - B - L o= - Page~ Safety- Tooks~ (@~

Microsoft Active Directory

Certificate Issued

x

=

The certificate you requested was issued to you.

© DER encoded or & Base 64 encoded

Download certificate
===1 Download certificate chain

& Dowrload CA certificate

[ [ [T [[ S Localintranet | Protected Mode: Off
Lostart| | 3, m & |[7@& microsoft Active Dire.. 5 certsry - [Certification ... | | fiproot

| | netscaler - notepad

| certs.

-

[Fa - [Wiwo% ~

Remote Desktop

s

ectory Certificate Services - Windows Internet Explorer

Iflocalhost/certsrv/certfnsh.asp =l

B[ 2| | [ Live searcn
¢ Favorites | 5 (@ suggested Sites + {8 | Web Sice Gallery +
& Microsoft Active Directory Certificate Services

(@ Internet Explorer has blocked this site from using an ActiveX control in an unsafe manner. As a result, this page might not display correctly.

i~ ) - ) o v Page~ Safety~ Tooks~ (@~

Microsoft Active Direct

Certificate Issued

0% of certnew.cer from localhost Completed I [ S

x

=

The certificate you requested was issued t

© DER encoded or & Base {
Download certificate

o

Local Disk (¢

— toub - ftproot v & [searcn

Download cerlificate chain

Organize ~ Views v . New Folder
— i L

Downle  £yorite Links Hame

Transfe

| -| Date modified | -| Type | =] Size

[SldtrixlabsCAroat

5/10/2010 5;

PM  Security Certificate
I Qo M Desktop
M Computer
) Documents
1B Fictures
—— @ Music
(% Recently Changed
I searches
Public

Folders ~ 4

File name: [ netscaler

Save as type: [Security Certificate

(=~ vide Folders|

Save

(E1) K1

Cancel

¥ Done

i

[ [ [ [ [ [6 Local intranet | Protected Mode: Off

| | netscaler ~Notepad | & Mirosoft Active Di... |[ 7 0% of certnew.c_. L certsry - [Certifica... | | fiproot

Listart| | 3, om &

| certs

|

[Fa - [%00% -~

&

Server Certificate:

In the web browser, navigate
back to http://<domain>/
CertSrv

Select Download Certificate.
Select Base 64 encoded.

Server Certificate:

Save the file with a .cer file
extension.

14



CA Certificate:

Using the web browser,
navigate to http://<domain>/
CertSrv

Select Download a CA

certificate, certificate chain or
CRL

CA Certificate:
Select Base 64

Select Download CA certificate
and save to a file with .cer file
extension.

Download CA Certificate

%= 184.73.213.80 - Remote Desktop

icrosoft Active Directory Certificate Services - Windows Internet Explorer

6@: D =l & l[#] [ [ Lve search
Sy Favorites |55, @ Suggested Sites = ] Web Sice Gallery =

& Microsoft Active Directory Certificate Services | |

5 - B) - [ @ - Page - Safety - Tooks - @)~

Microsoft Active Directo ertificate Service

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your

perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to
view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Cerificate Services Documentation.

Select a task:
Request a certificate
View the status of a pending ceificate request

Download a CA ceri

te, certificate chain,_or CRL

identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate you request,

=l
Done [ [ [ [ [ [%&Llocalintranet | Protected Mode: OFf [¥a - [®w0% -
frstan| |Gm & | e || netscaler -motepad |['& Hicrosott Active Dire... 16

Remote Desktop

icrosoft Active Directory Certificate Services - Windows Internet Explorer

\ N ol r a4 I T
v [ —— -y y
GC [&] hrep:flocahosticertsrvjcertearc.asp B X | [R¥ Lve search

< Favorites | 75 @ suggested Sites + @] Web Sice Gallery ~

@ Intermet Explorer has blocked this site from using an ActiveX control in an unsafie manner. As a result, this page might not display correctly.

& Microsoft Actve Directory Certificate Services | | % - B - 0 = - Page -+ Safety - Tods <+ @)~

oft Active Directory Certificate Service

D a CA Certificate, Certificate Thain_ar PRI

0% of certnew.cer from localhost Completed _[o] =]
To frust certificates issued from this certific

To download a CA certificate, certificate ¢
Local Disk (¢ etpub ~ fiproot v & [sezrch
CA certificate: certne
Current [citrixlabs-DC-C Estimat Organize v {3 Views ¥ | New Folder
Downle  £oorite Links L= = ol B po
Transfe
[ Clo ™ Deskton Cylnetscaler 5/10/2010 6:02PM  Security Certficate 3B
18 Computer
Encoding method: F| Documents
~ DER B Pictures
& Base 64 | B Music
" 4 Recently Changed
Download CA cerlificate -
. Searches
Download CA cerlificate chain eublic
Download latest base CRL )
Download latest delta CRL Folders ~ 4 | o
Fie name: [ citridabsCAroot =l
Save as type: [seaurity Certficate |
(. ide Folders Save Cancel
2

£ Done [ [ [ [& Localintranet | Protected Mode: OFF

Lrstart| | 3 M @& | ) netscaler -Notepad | & Microsoft Active Di... || & 0% of certnew.c. I3l certary - [Certifica... | | fiproot v




DEPLOYMENT GUIDE | Access Gateway Self-Signed Certificates, Citrix Receiver

Copy Server Certificate and CA Certificate
to NetScaler

" certs - nsroot@10.217.105.51 - WinSCP. ==E3 Copy Cert Req uest:

Local Mark Files Commands Session Options Remote Help
& 05 P8 WLS EFE FEBG pefat - - .
- 3 oo mma D S Using a program such as
C L eits Ji i
g =l ey ® WinSCP or SSH, copy the
S Server certificate and the CA
Sonty Certe 3 ogfn o
Security Certific..
eptratmn - o) ot certificate to the NetScaler.
[Aretscaler.req 737 REQFie Sf10/20 E;:v
. . .
2 I| Certificate files should be
=2 nsconfig . .
G stored in the /flash/nsconfig/ssl
5 leenss
3 monitors i
-fy) nstemplates d irecto I,y
3 ssh
Qs
) templat
- 3
Name ~ Ext Size | Chang |
Eligateserver.cer 1,375 8/11/20
B JigateServer key 887 sf11/2
[)igateserver.req 716 8112
Enetscaler.cer 1,451 5/10/20
B netscaler.key 891 510/
|14 netscaler.req 737 s/0/a =
[Enew_trace 6,505 6/28/2
=) new-dume 4,509 6/28/2
Elnsaca.cer 1,395 10/34
BNs2cA key 891 10/31/
[ ns2ca.req 712 10/31)
[Enszserver.cer 1,371 10/31 g
< T T
2298Bf 2966 Bin 20f 4 16208 of 237 KB n 2f 137
7 F2Rename | f F4Edit 23 F5Copy (13 F6Move [fi F7 Create Directory 3< F8 Delete [ F9Properties IL F10 Quit
S srp3 @ 0:16:29




Server Certificate:
Connect to the NetScaler.

Navigate to NetScaler -> SSL
-> Certificates.

Select Add.

Key Pair Name: <server cert.
keypair>

Certificate: <server cert.cer>
Key: <server cert.key>

*kkkkk

Pass:

Note: Certificate files should be
stored in the /flash/nsconfig/ssl
directory.

Install.

CiTRIX

NetScaler Certificates

Add Server Certificate to NetScaler

(- Citrix NetScaler Configuration Utility - Windaws Internet Explorer

G_'g;' |g,-' 0://10.217.105.51/menulo

(2] Cipher Groups
Dcre
[ Polices
J ssL Offload
{J AppExpert
() Compression
() Integrated Caching
() Protection Features
i@ HTML Injection
1) Load Balancing
i@ AAA - Application Traffic

e Favarites | @ Citrx Netscaler Configuraten Usity [

NetScaler

Settings Save

Refresh All Help

B ‘ D refresh

g Add to Favorites ‘ @) telp

Key filname |Format [ status

verkey PEM Valid
key PEM Vali

Certificate-Key Pair Name™ ‘netsca\er keypair

Certificate and key fles are stored in the folder fnsconfig/sslf on appiance.

Certificate File Name* |nsconfig/ssljnetscaler. cer 2] Browse (Appiance) = =] &

Private Key File Name |/nsconfig/ssl/netscaler.key i) Browse (Appliance) - =] I

Password ‘"""\

Certificate Format ~ (3) PEM () DFR

C

(@ Cache Redirection
(@ Gse
J Rewrite

) Responder

Feature is disabled

Notify When Expires () Enable (5) Disable

Notification Period |

[Expiry Date | Days to Expire]
3Mer 2022 a2

31 May 2017 2578
31May 2017 2578
22 3l 2017 2629
223 2017 2629
28 Oct 2017 2727
280ct 2017 2727
28 0ct 2017 2727
250ct 2017 2727
280ct 2017 2727|
09 Nov 2017 273
25 Jan 2018 2817
26 Jan 2013 2817

@) Help <} Ouick Link

« Urirk & CertLinks..

[® Ready [131tems [ rsroot ¥
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Add CA Certificate to NetScaler

/" Cie NatScaler Configuration Uiy - Windows Itermet Bglorer BED CA Certificate

GC;W €] /710217, 105.50/menuu= 4] x] -

e Fovortes [ 8 i Natscalr Canfaraton Uty [ e e e | Select Add, to add the CA
i NetScaler = Certlflcate.

.105.51(ag-xencloud.net) Monitoring | Configuration | Dashboard | Reporting | Documentation | Downloads | Logout
Settings Save Refresh All Help Key Palr Name' <CA Cert

2 () NetScaler 10.217.105.51 ] ‘ Q, find ‘ D Refresh | g Add to Favorites | D tep keypal r>
E Z“SE”‘ Name Certificate fiename Key fiename [Format_[status |ExiyDate | Days toExpire
Dt

letwork. -
ns-server-certificate /nsconfig/sslfns-server, cert Jnsconfig/ssl/ns-server key  PEM Valid 13 Mar 2022 4324 4 .
1 e — Certificate: <CA Cert.cer>

31May 2017 2578
[ Certifcates 223u 2017 2629
L3 cpher Grows Certficate ey Pai Name*® [qtixlabsCAroot keypai ] 222ul 2017 2528
O ) 280ct 2017 2727
() policies [ is: 280ct 2017 2727
i) SSL Offioad A Certificate and key files are stored in the folder fnsconfig/sslf on appliance. 280ct 2017 2727 I nstal I
E AppExpert Certficate File Name™ | fnsconfig/sslcitrixlabsCAroot. cer (5] Browse (appliance) = B e ‘ 222 ggi i; ZZ °
Compression =
) Integrated Caching Private Key File Name i) Browse (Appliance) * & Tnsert . ‘ 09 Nov 2017 2738
Protection Features Y =)
g HTML Injection e ‘ ‘ 26 1an 2018 2817
09May 2012 720
{{J Load Balancing Certificate Format  (3)PEM. () DER - ﬂ;"zms e

@) AAA - Application Traffic

() Content Switching
Notify When Expires () Enable Disable
@ Cache Redirection o ®
@ cas L Notfication Period | ]
J Rewrite ]
4

Responder v
Q = @ Help <A Quick Link

Feature is disabled.

<) guick Links add... [ update.. [J)Detals.. ) Remove <@ link.. & Unink o Certlinks... ‘;
SSL Cert Key [citrixlabsCAroot keypair] configured successfully. @ Ready [15 Ttems [V nsroot |




Link Certificates:

Select the newly installed
Server Certificate.

Select “Link” at the bottom of
the GUI.

In the CA Certificate Name
dropdown, select the <CA Cert.
keypair> filename.

Wait for a successful link dialog
box.

10,217, 105,50 menu/ua

¢ Favorites | (@ citrix Netscaler Configuration Uity

NetScaler

Welcome nsroot@10.217.105.51(ag.xencloud.net)

= ) NetScaler 10.217.105.51
& (J System
® {J Netwark
Jons
= Jss
) Certificates.
) cipher Groups
CRL

1) policies

@ 1) Compression

@ () Integrated Caching

@ ) Protection Features

i@ HTML Injection

) Load Balancing

g AAA - Application Traffic
J Content Switching

@ Cache Redirection

g GsLB

) Rewrite

) Responder

~

&3

Monitoring | Configuration | Dashboard | Reporting | Documentation | Downloads | Logout

Settings save Refresh Al Help
‘ Q, Eind ‘ & Refresh | 1,3 Add to Favorites ‘ @) belp

Neme Certificate flename Key flename |Format [ status [ExpiryDate [ Days to Expire
s servercartiicate ver.cart verkey PEM Vaid 3Mar 2022 24
agServer keypai rat rkey  PEM vaid 31May 2017 2577

Ci lient.crt lient.ke PEM Valid 31 May 2017 2578
cloud. CA-ke ypair t ke PEM valid 22 ul 2017 2629
loudserver keypair at ey PEM vaid 232017 262
gateCA.keypair vaid 250ct 2017 2727
igateServer.keypair Valid 28 0Oct 2017 2727
xendoudCA keypair Vvalid 280ct 2017 2727
xendoudSRY. keypair valid 28 0ct 2017 2727

i vaid 250ct 2017 2727|
endoudNSSRY keypar vaid 03 Nov 2017 2738
[NScer tCA.keypair Valid 25Jan 2018 2817
NScertEBS121. keypair Valid 26 Jan 2018 2817
netscaler. keypair valid 09 May 2012 729,
citriniabsCAroat keypair T vaid 29 Apr 2015 1515
av
Details : netscaler.keypair 2, Find
Certificate filename: cer key Status:Valid  Expiry Date: 08 May 2012
Days to Expire: 723 Expiry Monitor: Dissbled

(3 Add... [J Update... [3) Detals... i) Remove oflink.. &@ Unink <@ Certlinks...

[@ Ready [151ems [ nsioot ¥

Certificate(s)

Successfully Linked:
netscaler. keypair
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Bind Certificates to SSL VIP

/= Citrix NetScaler Configuration Utility - Windows Internet Explorer

< |&) o i0.217.105.50

oo

¢ Favorites ‘ (@ citrix Netscaler Configuration Utiity

NetScaler

loud.net)

Configure Access Gateway Virtual Server 3]

NS9.1: Build 101.5.cl, Date: Jan 19 2010, 07:12:11

Neme=  [pubicvip | padiesp .2 .2 s |
Pratocol™ [SSL v] Part™ | ‘ I
SSL
Name Isers|
) SSL Offiosd pe [] Down state flush B
J appxpert xendoud-sso Certificates ', Authentication ' Bookmarks ' Policies | Intranet Applications ', Intranet [Ps ', Published Applications ', 0
{J Compression publicvip 0
) Integrated Caching [ S5 Parameters. .. ] [ Ciphers... ]
{J Protection Features ;
@ HTML Injection Config
) Load Balanang Certificates B Corticates | Type [ cRL Mend..
) A - Application Traffic saClent keypair A netscalerkeypar | Server Certifcate
{J Content switching cloud.CA-keypair
) Cache Redirection = coudserver keypar A =
@ GsLe igateCAkeypair
) Rewrite igateServer.keypair Add s CA >
J Responder xencloudCA. keypair
) Access Gateway xencloudSRV.keypair 1 Remove
() Global Settings xencloudAGSRY. keypair 9
D) Vit Servers. xencloudNSSRY.keypair Instal.. -
[} Groups NScertCA keypair
) Users NScer 185 121 keypair
{J Polices L “;‘T':&‘:Wt‘k& |
D Resources a3l atridabsCAroot keypair v —
L) T —— fnd
Feature is disabled. . P,
1P Address: 2.2.2.|  To bind & Certificate to Access Gateway Virtual Server, select a certficate on the left and cick 'Add’, To bind a Certificate to Access
P Authentication} Gateway Virtual Server as CA, select a certificate on the left and dick 'Add as CA'. To configure SSL parameters, dick 'SSL
MNavigation Pane Parameters', To configure ciphers, dick ‘Ciphers’
o -
Lt o =
<) guick Links @ add. Do ‘~

@ Ready [ 1tems [0V nsroot |

@fv |&] rima0.207. 105,50

i Favorites | @ Citrix NetScaler Configuraton Utity

Name® [pubicup ]

Protacol [ssL =] P |

3]

Paddessp .2 .2 .5 |

NSS.1: Build 101.5.cl, Date: Jan 19 2010, 07:12:11

ssL
Name sers
{J 55l Offioad o [] Down state flush o
) AppEspert xendoud-sso Certficates |, Authentication | Bookmarks ' Polices | Intranet Appiications | Intranet 1P ' Published Applications | 0
) compression e ol
) Integrated Caching [ sstparameters... ] Ciphers... |
() Protection Features
Availabl Configured
@ HTML Injection =
() Load Balancing Certificates B% Certificates |Typﬁ ‘cm Mand...
@ AAA - Appiication Traffic agCiient.keypair Al netscaler.keypair Server Certificate
1z Content Switching doud. CAeypair \citrixdabsCAroot.key... CA Certificate I
@ Cache Redirection = cloudserver keypair Add > =
(g esLe igateCA keypair
J Rewrite igateServer keypair
J Responder xencoudCA.keypair 1
() Access Gateway encioudSRY keypair || <Remove [Ciick to move the selected Certificates from Available to Configured List as
() Global settings xendoudAGSRY keypair 7
) virtual servers xendoudNSSRV keypair Instal... -
0 croups NScertCA keypair
0 sers NS:rt‘EESkjjl keypair
netscaler.keypair
() Policies et _ -
) Resources | [ENCT G AT ) —
| Details : public-vig find
Tt P Addresss 220 | | i b =G Bifcn ko Aers Gatrwey Uata e Sevves, select /oy fifcnEion the lef e ciek PAdT To s Cevificate o Aces
o icati Gateway Virtusl Server as CA, select a certificate on the Ieft and ciick 'Add as CA'. To configure SSL parameters, dick ‘S5
Sovicotios Panc Parameters', To configure ciphers, dick ‘Ciphers',
l} aeerites @ Hep |
<) guicktinks Add... [Jo L

[® Ready Bltems [V

nsroot ¥/

Bind Server Certificate:

In the NetScaler configuration
GUI, navigate to NetScaler
-> Access Gateway -> Virtual
Servers.

Open the VIP.
Select the Certificates tab.

Select the Server Certificate ->
Add.

Bind CA Certificate:

Select the CA Certificate -> Add
as CA.
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Copy CA Certificate:

The easiest way to install the
CA Root Certificate onto the
mobile device is to eMail it as
an attachment, then open it on
the mobile device.

Install CA Certificate:

Open the attachment in the
eMail client on the mobile
device.

CiTRIX

Mobile Devices

Import Root CA Certificate onto mobile de-
vice.

¢~ Windows Live Hotmail - Windows Internet Explorer

O - [T ive,com X2 wamwsionin .0 9] (%] [] [@! rahoo! searcn
< Faverites (99 .@lmndnws teHomsl 3 | AWS Management Consale
]
£7 Windows Live™ Home Profle People Mail Photos Morer Search the web oing @ Citrin
=
Hotmail Send | Save draft Attach | Spell check Richtextv | § J | Cancel &2 Messenger v | Optionsv @@ v
citridabs@r l.com From: citrixlabs@! I.com » show Cc & Bee | Quick add
Inbox citrixlabs@hotmail.com # * Choose the type of info you'd
ik Click the "To" button to see your contact list | X like to add to your message.
Drafts cubiect
ubject:
— ) Choose File to Upload
Deleted &/ 53 @ | verdan Lock in: [ cents =~ ok m- estaurants
webservices - citrixdabsC L cef ovie times
Manage folders @ (Elretscaler.cer L
i MyRecert | Bretscaler.key ages
add an e-mail Documents (3, oir req
account @ fdeos
Related places Desktop usiness listings
Today
Contact list P
Calendar s
Reduce = i
spam
by 80%.0) T
My Network il niame [etridabsCAroot.cer ] Open b
Places
Files of type: [AFies ) =] Cancel
v | g
< i =]

___ATET 3G 10:28 AM =
Inbox (33) 1 of 50 A v

From: ( Citrix Labs » | Hide

To: | <citrixlabs @hotmail.com> »

 <riderleft@hotmail.com> » |

(No Subiject)
May 10, 2010 10:24 AM @ Mark as Unread

Hotmail has tools for the New Busy.
Search, chat and e-mail from your
inbox. Learn more.

o) citrixlabsCAroot.cer
1.2 KB

C B W <«
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Install CA Certificate:
Cancel Install Profile Install it.

citrixlabs-DC-CA
citrixlabs-DC-CA

Description citrixlabs-DC-CA
Recelved May 10, 2010
Contains Hoot Certificate

More Details

Profile Installed Done

citrixlabs-DC-CA
citrixlabs-DC-CA

J Unsigned

Description citrixlabs-DC-CA
FRecelved May 10, 2010
Contains Root Certificate

More Details
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MMC:

You can import the certificate
into the browser, or use the
MMC.

Start by copying the CA
Root Certificate to the clients
machine.

On the Windows client, Start ->

Run -> MMC.

MMC:

Select File -> Add/Remove
Snap-In.

CiTRIX

Workstations/Laptops

Import the Root CA Certificate onto client
device.

#% 184.73.213.80 - Remote Desktop.

Type the name of 2 program, folder, document, or Internet
resource, and Windows will open it for you.

Open:  [mmd =l

€ This task wil be created with administrative privileges.

oK I Cancel | Browse... |

Crstart| | 3, M @ | 7 netscaler -Notepad | @ Microsoft Active Di... | I certsrv - [certifica... | | fiproot
80 - Re e De P ]
_ |3 x
Fle Acton View Favorites Window Help [IRETES]
e New Ctrl+N
—  Open... Cirl+0 =
S save cul+s Acoms)
There are no items to show in this view Console Root o
Mare Actions I3
1.C:\Windows)... Inetsrv\is
2C:\Windows),... \ServerManager
3 C:\Windows\System32\compmgmt
Exit
Enables you to add snap-ins to or remove them from the snap-in console, [ [
Costart| | 3, M @& | 7netscler Notepad | & Miosoft Active Di... | I certsr - [Certiica... [ Console1 - [con | fiproat | | s || &
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(& Fle Action View Favorites Window Help

- & x;

=18/

€9 == dH=

" Console Root. Name LTI
There are no items to show in this view. Console Root &
More Actions v
|Add or Remove Snap-ins
You can select snapns for this console from those avalable on your computer and configure the selected set of snap-ins. For
extensble snap-ins, you can configure which extensions are enabled
Avallable snap-ins: Selected snap-ins:
Snap-n Vendor - [ Console Root Edit Extensions. ..
3 Active Directory Do...  Micresaft Car...
i Active Directory Site... Mizosaft Cor... LENE
[ Active Directory Use.... Microsaft Cor.
1| Activex Control Microsoft Cor... Move Up
2 nDsI Edit Microsaft Cor...
[T3Authorization Manager  Microsoft Cor.., Mave Down
3] Certificate Templates  Microsoft Car.., Add >
Micrasaft Car...
Tl Certification Authority  Microsoft Car. .
Microsoft Cor.
Microsoft Cor.
Bl bevice Manager Microsoft Cor...
(= Disk Management  Migosoft and... Prve—
2.DNs Vicrasaft Cor.., 7 L‘
Description:
The Certficates snap-n allows you to browse the contents of the certificate stores for yourself, a service, or a computer.
e
Costart| | % M@ @ | 7 netscaler -Notepad | (& Microsoft Active Di.. | T certsry - [Certifica... | [ Consoled - [Con. | fizroot | et &
8 80- R eskiop ]
onso onsole Roo _[&[x
& Fie Acion View Favortes Window el [ISETE
e ml=1H
" Console Root Name [ Actions
There are no items to show in this view. Console Root o
Mare Actions ,
of snap-ns. For
This snapin wil always manage cetficates for
)
~
My user acoourt Edit Extensions...
" Service account
1 Computer account Remeys
Mave LU
Hov Davn
Advanced..
| Back N Cancel |
| < Bad) et > n —
ok Cancel
frstart] | 3o @ | netscaler -Notepad | & Microsoft Actve Di... | 7] certsr - [Certfica... || Console1 - [Con... | fiproot | Lot || &k

MMC:
Select Certificates -> Add.

MMC:

Select Computer Account.
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MMC:

Local Computer.

MMC:

Navigate to Trusted Root
Certificate Authorities.

Right-Click -> All Tasks ->
Import.

#% 184.73.213.80 - Remote Desktop

onsole1 - [Console Root]

Action View Favorites  Window Help

] Console Root Name

Actions

There are no items to show in this view.

Select the computer you want this snapn to manage.

‘This snap+n will always:

¢ Local computer: fhe computer this console is running on)

" Ancther computer. |

I~ Allowthe selected compterto be chang

only applies f you save the consale.

‘when launching from

EBrawse,

d line. This

< Back I Finish I

Cancel |

Edit Extensions....
Remee

Hove Up
Mave Down

Advanced...

of snap-ins. For

a computer.

Console Root
More Actions

f‘start| |Hmeé

|7 netscaler - Notepad | € Microsoft Active Di... | Z certsry - [Certifica... || Console1 - [con...

. fiproot |

| certs || &

#3 184.73.213.80 - Remote Desktop

Console1 - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities\Certificates]

(@ Fle Acion View Favorites Window Help ‘ _ 18]
Bllo=|H ‘
1 Console Root IssuedTo_+ [ 1ssued By [ ExpirationDate | Intended Purposes | Actions.
=1 5l Certificates (Local Computer) il ditrindabs-DC-CA citrixdabs-DC-CA 4/29/2015 <All> Certificates o
(=] Persanal T eitrivabs-DC-CA citrixlabs-DC-CA 4f29/2015 <All>
&1 [ Trusted Root Certification Authorities | [=;1iass 3 Public Primary Certification... Class 3 Public Primary Certfication ... 8/2/2028 Secure Email, Client .. Mare Actions 4
= . Class 3 Public Primary Certification A...  1/8/2004 Secure Emal, Client ...
= E""E'D":E Ty 7 Copyright () 1987 Microsoft Corp. 12/31/1999 Time Stamping
= _‘;‘Wt'::f: y = ¥t CyberTrust Global Root GTE CyberTrust Global Root 8/14/2018 Secure Emal, Client ...
j i o e e R oxon: Root... Migosoft Authenticode(tm) Root Au...  1/1/2000 Secure Email, Code ..
= TrirdParty Rd | NewTaskpad View. osoft Root Authority Microsoft Root Authority 12/31/2020 <All>
= Trusted Peopl Root Certificate Authority  Microsoft Root Certificate Authority 5/10/2021 <Al
=) Remote Desk Refresh LIABILITY ACCEPTED, ()37 V... NO LIABILITY ACCEPTED, (c)97 Veri...  1/8/2004 Time Stamping
[ Certficate Enf_ P@OTtList wte ca Thamte Timestamping CA 1/1/2021 Time Stamping
(5 Smart Card T el SveIP-DAD309AB ViMSveIP-0AD302A8 4/242020 Server Authentication
4 | ki« | 2l
|add 2 certficate to a store [ |
Costart| | G B @ | JJnetscaler -Notepad | @& Microsoft Active Di... | ) certsry - [Certfica... | [, Consolet - [Con... _|. fiproot | | certs | &
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84 80 - Remote Desktop =
onso ocal Compute ed Root Certification Autho _[3]x
& Fie Acton View Favorites Window Hel IETE]
&= rrlalco
T
|| Consale Root [ Expiration Date__| Intended Purposes__ | Actions
File to Import 4[28/2015 <all> e N
Speafy the file you want to import. 4/28/2015 <All>
btion ... 8/2/2028 Secure Email, Client ... More Actions 4
bton A... 1/8/2004 Secure Email, Client ...
E— frorp. 12/31/1999 Time Stamping
3/142018 Secure Emal, Client ...
C:linetpublfiproot\citridabsCAroot. cer Bro !
netpubifiprootic l_lwse oot Au...  1/1/2000 Secure Emai, Code 5.
12/31/2020 <All>
Mote: More than one certificate can be stored in a single file in the following formats: boity  s/aofazt <al>
Personal Information Exchange- PKCS #12 (.PFX, .P12) 7 veri...  1/8/2004 Time Stamping
B ) Certf -~ y1f2021 Time Stamping
S smart Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78) 42412020 Server Authentication

<

Microsoft Serialized Certificate Store (.55T)

Learn more about certificate file formats

<Back Next > Cancel

| K]

Oostart| | 3 m @

| netscaler -Notzpad | (@ Microsoft Active Di.. | T certsry - [Certifica.. [ Consoled - [Con...

| fiproat | s I

<

[ smart

Learn more about certificate stores

<Back I Next > I Cancel

| »ldd

84 80 - Remote Desktop =
onsole1 - [Console Root\Ce on Autho _[8]x
& Fie Acton View Favorites Window Help | =11 x|
&= Helalc D I\l=
] Certificate Import Wizard
T Console Root [ Expiration Date__ | Intended Purposes __ | Actions
Certificate Store 4/28/2015 <Al> Certificates o
Certificate stores are system areas where certificates are kept. 4/29/2015 <Al>
btion A... 8/2/2028 Secure Email, Client Mare Actions 4
ftion A...  1/8/2004 Seaure Emai, Client
Windows can automatically select a certificate store, or you can specify a location for oo 12/31/1999 Time Stamping
the certificate 8/14/2018 Seaure Emai, Client ...
tAu..  1/1/2000 Secure Email, Code S..
- oo :
Automatically select the certificate store based on the type of certificate iy e
 Place all certificates in the following store Horty  Sf0/2021 <Al
A — 97 Veri...  1/8/2004 Time Stamping
Trusted Root Certification Authorities wse 02t Time Stamping
4f24]2020 Server Authentication

Drstart| | 3, m &

| “lnetscaler -Notepad | 4 Miaosoft Active Di... | Z5 certsry - [ertifica... || Console1 - [con—

Fproot | ) s || s

MMC:

Browse for the CA Root
Certificate.

Import.
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