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CiTRIX

Introduction

A member of the Citrix Delivery Center™ product family, Citrix NetScaler
is a purpose-built web application delivery solution that accelerates applica-
tion performance up to five times while improving security and reducing web
infrastructure costs.

Citrix Access Gateway™, a member of the Citrix Delivery Center, is the only
SSL VPN to securely deliver any application with policy-based SmartAccess
control. With Access Gateway, organizations are empowered to cost-effective-
ly meet the anywhere access demands of all workers — enabling flexible work
options, easier outsourcing and non-employee access, and business continuity
readiness — while ensuring the highest level of information security. The new-
est release of the company’s popular Citrix Access Gateway™ appliance now
includes integration with Citrix XenDesktop™, allowing companies to deliver
virtual desktops securely to thousands of end users based on their unique iden-
tity, location and security status.

Citrix XenApp™, a member of the Citrix Delivery Center™ product family,
is the industry’s de facto standard for delivering Windows-based applications
with the best performance, security and cost savings. XenApp is the most
complete application virtualization system available with the ability to virtu-
alize applications on both the client side and server side, delivering them on
demand based on the user, the application or the location (online or offline).

Citrix XenDesktop™, a member of the Citrix Delivery Center™ product fam-
ily, is a comprehensive desktop delivery system that allows customers to vir-
tualize Windows desktops in the datacenter and deliver them on-demand to
office workers in any location. By dynamically assembling each user’s unique
personal desktop from new, pristine components each time they log on,
XenDesktop offers an unparalleled end-user experience, dramatically simplies
desktop management and reduces the cost of traditional desktop computing
by up to 40 percent. XenDesktop Enterprise and Platinum Editions tightly in-
tegrates the industry’s most proven application virtualization via the XenApp
for Virtual Desktops feature.

Citrix Delivery Center is the first solution on the market to deliver applica-
tions and desktops to any user, anytime, anywhere from a secure central loca-
tion. Citrix Delivery Center’s market leading application delivery technologies
- XenServer, NetScaler, XenApp and XenDesktop - enable IT to dramatically
improve agility, while enabling the best performance and highest security at
the lowest cost.

Citrix Receiver is a lightweight software client that makes accessing virtual
applications and desktops on any device as easy as turning on your TV. Citrix
Receiver provides iPhone users with fast, secure, and easy access to their en-
terprise applications. With Citrix Receiver for iPhone, users can access any
XenApp application or any XenDesktop from their Apple iPhone, iPad or
iPod Touch.
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Solution Requirements

¢ Windows Desktops delivered to iPhone, iPod or iPad
¢ Windows Applications delivered to iPhone, iPod, iPad
e ICA Proxy for Citrix Receiver iPhone, iPod & iPad
e [CA Proxy for XenApp & XenDesktop
e ICA Proxy for NetScaler Access Gateway Enterprise Edition - AGEE

Prereqmsﬂes

Citrix NetScaler L4/7 Application Switch, version 9.1 build 101.5+ run-
ning Access Gateway (Quantity x 2 for High Availability)

e Citrix XenApp Server 5.0+ or XenDesktop 4.0+
e Microsoft Server with Active Directory

e iPhone Configuration Utility

e iPhone OS 3.0+, iPad OS

e (Citrix Receiver for iPhone v2.1+
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Network Diagram

The following is the Network that was used to develop this deployment guide.

Citrix
“ICA Proxy for iPhone & iPad”
Logical Network Diagram

XML Broker & STA

IPA:1.1.1.4
XML Broker, port 80

Secure Ticket Authority CA cert: ns.com

Server Cert: ag.ns.com

Public URL
ICA Proxy NetScaler AGEE https://xd.ns.com
Web Interface & Lic /

IPA: 1.1.1.3 FQDN: xd.ns.com FQDN: ag.ns.com
port 80 Sy 1115 2225
license Mgr 27000
License Vdr 27001 L
VLAN Legend NetScaler
. VLAN 1 VLAN 1 (Private):
Interface 1/1, Untagged
. VLAN 2 NSIP: 1.1.1.10 / 24

SNIP: 1.1.1.1 /24
private-VIP: 1.1.1.5/24

VLAN 2 (Public):
Interface 1/8, Untagged
SNIP: 2.2.2.2 /24
public-VIP: 2.2.2.5/ 24
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Citrix

“Receiver / Access Gateway”
Certificate Chain of Trust

Certificate Authority

@ Trusted Root

Trusted Certificate
Antiongy Certfionte CA Certificate .
=, (ns.com)
.
L[]
L[]
L[]
L[]
U
e
® Server Certificate m
P'gfn;;r:' (xd.ns.com)
Import:

@ Trusted Root CA Certificate

ooracee

Devices



From the Citrix Web
Interface Management
console:

XenApp Services Sites =
Action =
Create Site.

IIS Location:

IIS Site: Default Web Site
Path: /Citrix/PNAgent2/
Name: PNAgent2

CiTRIX

XenApp Services Site

Once you have installed Citrix Web Interface Management you will need to
configure it such that it will work with the Citrix NetScaler in an ICA Proxy
deployment. Creating a XenApp service will publish the XenApp applications
or XenDesktop through the Citrix client, such as XenApp client or Citrix
Receiver for iPhone or iPad.

Erete Site
CiTRIX'

Specify 15 Locaton

Specify the 15 location in which the site iz hosted. This determines the URL for users to access the site.

US siter [ Default web Site =l

Path: | /Ciris/PHAgent2/

Mame: IF‘NAgentE

Carcel |
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[]
CiTRIX'

[ssssnanan R e e |
Confirm 5 ettings for New Site

Check the summary infarmation belaw. To make any changes, click Back. To create the site, click Hext.

Site type
Hendpp Services

Site name
PrAgent2

115 site
Default \web Site

Default page for 115 site
Mo

Example site URL
http: / #5c. wdprn. citribe. net/Citris/PHAgent2!

Cancel

Specify Initial Configuration - PNAgent2
»
CITRIX'

Specify Server Fam

Specify details of the server farm providing the rezources. Settings can be updated after initial
configuration using the Server Farms tazk,

Farm name: IFarm'I

oA

Servers [in fallover or
— Add Server

Server name: I‘] 114

ITI Cancel |
Add.. Edit... | Bemove |
®hL Service port: IBD—
Tranzport type: Im

S5L Relay port: 443

Tt > Cancel

Confirm:
Next.

Finish.

Configure Site Now.

Specify Server Farm:
Farm Name: <your farm name>

Servers: <Hostname or IP
Address>

Note: this is the Desktop
Delivery Controller that provides
the server instances.



Resource Type:

Online

Next

Confirm:
Finish

ecify Initial Configuration - PMNAgent2

CiTRIX'

Select Published Resouace Tvpe

Select the types of resources available to users. Settings can be updated after initial configuration using
the Publizhed Resource Types task.
*  Online
Uszers access applications. content, and desktops hosted on remote servers.

 Offline

Uszers stream applications to their desktops and open them locally. Users must
inztall the Citrix affline plug-in.

" Dual mode

Uzers access both offline applications and online applications. content, and
desktops. all on the zame site.

Cancel |

Specify Initial Configuration - PNAgent2

CITRIX
e e e e e e e ]
Confirm 5 etings

Check the zurmmary information below. To make any changes, click Back.

Farm name
Farrn1

Servers
1114

XML Service port
20

XML Service transport type
HTTF

Resource type
Onlire

< Back “Finish Cancel
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T ] From Citrix Web
Bl | aion vew e Interface Management:

Server Farms
futhertication Methods - Actions =
Session Options B XenApp Services Sites detions
ZenApp Services Sites -
T Site name [Site URL : Secure Access.
- ; Piagent Site it /s xclpm, citrite: net/Citrie/PNAgent Create Site
Server Settings o o
Resource Types @ PHégent hittp: fSC.HdDI'n ctrte.netEltllx!PNgenﬂ Wiew »
Clignt-Side Proxy f BITLC] Refresh
Resource Refresh
@ Help 3
Site Mainkenance 3
1 | | | PNAgentz - Edit Settings
Help
Bl PNAgent? Server Farms
Summary | Secure Accessl Authentication Methods
Nare | value Session Options
Farm1 Secure Access
ML Service 1114 Sharteuts
#ML port a0 .
#ML transport HTTF Server Settings

Resource Types
Authentication

Client-Side Proxy

Authentication point Ab'web Interface
Awailable methods Explicit Resource Refresh
Site Maintenance 3
Resource Types
@ Help

Fesource ypes Online

1 | i
Configure DMZ settings, gateway settings, and address translations |
Edit Secure Access Settings - PNAgent2 I SpeCIfy Access Method:

[]
CITRIX Client IP: Default
Specify Access Methods Method: Gateway Direct
Next.

Specify details af the NKE zattinnz includion 1P address mask and azsociated
EEREEN N Fdit Default Route for all User Devices

Uszer dewvice . . .

 Specify the tppe of route to uze if the uzer device address
|IP addresz doesz nat match one of the explicitly defined rules. Mare. .
Default

Accezs method:

EL

Ok, I Cancel |
sdd. [[ Edt. | Rewove |

Finish Cancel




Gateway Settings:

Address: <FQDN of NetScaler
Access Gateway>

Port: 443

Note: Your first thought might be
to configure the private FQDN
here, but that isn’t the case.
According to the sentence in the
dialog box, this is the FQDN that
public users will use to access
the applications - through the
Access Gateway. Therefore, this
needs to be the public FQDN of
the AG, which in this example
is ag.ns.com, and resolves to
2.2.2.5.

Secure Ticket Authority:

URL: <ip address of STA>/
scripts/ctxsta.dll

Select Finish

CiTRIX

-
CiTRIX'

Specify G ateway Settings

Specity gateway zerver details for any uzer devices that access this zite through
the Access Gateway or Secure Gateway, More. .

Address [FQDM]: IHd.hS.CDI‘I"
PBort: 443
[~ Ernable gession reliabiliy

[T Request lickets from bwo STés, where available

< Back I MNest > I

Cancel |

L]
CIiTRIX

Specify Secure Ticket Authonty Setiings

Specify gatewaw server details for anw uzer devices that access this site throuah the
RIEEEN . Secure Ticket Authority URL

Secure Ticket Autharity URL
[Citri# recommends uzing FADM for server names):

[http: #41.1.1.4/scripts ctusta.dil

E=ample; httpls]://zervermname. fullpqualifieddomain/scripts/ctazta, di

Secure ]

L L

Ok I Cancel |
I agd. [ Est. [] Bemoe |
v Use for Joad balancing
Bupass failed servers for: |1 = IHu:uurs j
< Back | Finizh | Cancel
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NetScaler AGEE

Certificates
Self Signed Certificates
You will need two certificates. A self signed Root CA, and a server certificate

unless you purchased a certificate for example from Verisign, then you only
need the server certificate.

Follow the deployment guide located here to create a Self Signed Server Cer-
tificate and download a Root CA Certificate: http://community.citrix.com/dis-
play/ocb/2010/05/10/Citrix+Receiver+Certificate+Chain

Link them together and bind them to the Access Gateway VIP.

12


http://community.citrix.com/display/ocb/2010/05/10/Citrix+Receiver+Certificate+Chain
http://community.citrix.com/display/ocb/2010/05/10/Citrix+Receiver+Certificate+Chain

From the NetScaler GUI:
NetScaler =
Access Gateway =

Access Gateway
Wizard.

Create Virtual Server:
Type: New

IP Address: 2.2.2.5

Port: 443

Name: public-vip

Next.

Server Certificate:

Options: Use an installed
certificate and private key pair

Certificate: xdserver.keypair
Next.

Note:

1) xd.ns.com must resolve to ip
address 2.2.2.5 &

2) Common Name in Server
Certificate xdserver.cer must
contain xd.ns.com.

CiTRIX

NetScaler AGEE
Public VIP

Create the public facing VIP that users will connect to when they type in
https://xd.ns.com into their browser Uniform Resource Locator (URL).

Access Gateway Wizard &‘

Create or choose a virtual server

If you are creating a new virtual server, type the IP address, port, and virtual server name and dick Next.
To select a configured virtual server, dick Existing, select the server from the list, and dick Next.

CiTRIX

- "
S Mew

@ Specify a server certificate PAddress 2 .2 .2 .5 [CPve

@ Name Senvice Providers Port™ [443 |

@ Configure authentication
@ Configure additional settings
@ Configure clientless access

Virtual Server Name™ ‘puhhwup ‘

= Summary

@) telp [ < Back ]| Next > |[ Close ]

Access Gateway Wizard [5_7‘

Specify a server certificate
Choase a certificate from the list of installed certificates.

CiTRIX'

- duct

@ Create or choose avirtual server||  Certficate Options [Use an installed certficate and private key pair ~|  create a Certificate Signing Request

@

@ Name Service Providers

Server Certificate [xdserver‘keypair v]

@ Configure authentication

@ Configure additional settings
@ Configure clientless access
@ Summary

&) Help skip > ” <Back “ Next > I[ Close ]
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Access Gateway Wizard

()

Name Service Providers

For name resolution, configure: the DNS or WINS servers. ci.rklx,

e

@ Introduction

® Create or choose a virtual server Configured DNS Server® i [+

@ Specify a server certificate WINS Server IP Address l:l

W Name Lookup Priority OwWINs @

@ Configure authentication Retry DMS Connection {number of times)*

@ Configure additional settings

@ Configure clientless

= Summary
@) Help skip > ” < Back “ MNext > I[ Close l

Access Gateway Wizard

Configure authentication

Select the authentication type for your users. If you are using local authentication, create a user name and password. To aeate additional users, in the

navigation pane, dick Users,

2 Introduction
@ Create or choose a virtual server
@ Specify a server certificate

@ Hame Service Providers

@ Configure additional settings
@ Configure clientless access

Select an authentication type |LOCAL -

User Name™ [deletetrisuser

password |.-----...uu"|

Enter this keyword to create or change the user's password. i

@) Help

sop> || <gack || pext>

| [ o= |

NetScaler AGEE, XenApp, XenDesktop, Citrix Receiver

DNS:

DNS Server: 1.1.1.6
Note:

Enter the ip address of your DNS

server.

Next.

Authentication:
Type: Local

User: deletethisuser
Pass: <password>

Note: Because we are
authenticating at the Web
Interface, set this to Local
authentication.

You are required to create a
user, but you can delete it later.

Next.

14



Additional:

Authorization: Deny

Redirect:

Redirect to secure web address
Address:

https://xd.ns.com

Next.

Clientless Access:

Use the Access Gateway Plugin
and allow access scenario
fallback.

Next.

Finish.

Access Gateway Wizard

'Configure additional settings

‘You can configure authorization settings and port redirection on this page. With port redirection, if users log on to the Web page using an unsecure connection on
port 80, they are redirected to a secure connection (usually on port 443),

CiTR|X

- -
Configure Authorization

(O fllow () Deny

@ Create or choose a virtual server
= Specify a server certificate
Select authorization requirements for your users. Authorization is applied globally and can be overridden
= Name Service Providers by configuring additional authorization policies. This setting can be changed in Access Gateway global

settings.
@ Configure authentication

a Redirect Requests for Port 80 to a Secure Port

@ Configure clientless access Redirect to secure Web address

@ summary Type the secure Web address |https: fxd.ns.com
Users might leave off the "s™ in https:// when typing in a Web address to the Access Gateway. If this
occurs, you can enable the request to automatically be redirected to a secure Web address.

2 Help

skip > ][ < Back ]I MNext > I[ Close ]

Access Gateway

‘Configure clientless access

‘You can configure dientless access on this page. Enter the host names of SharePoint servers to configure dientless access for SharePaint.

CiTRIX'

@ Introduction

Clientless Access
@ Create or choose a virtual server () [Access Gateway Plugin]
= Specify a server certificate Users are allowed to log on using the Access Gateway Plugin only.

_ _ Use the Access Gateway Plugin and allow access scenario fallback
@ Name Service Providers U i
Users log on using the Access Gateway Plugin, If users fail an endpoint analysis scan, they are permitted to
@ Configure authentication log on using dientless access with limited access to netwark resources.
- " Allgw users to log on using Clientless Access only
@ Configure additional settings O Al
Users log on with a Web browser and are permitted limited access to network resources.

= Configure Domeins for Clientiess Access
- v Clientless Access Persistent Cookie

() Alow (=) Deny () Prompt

Disabling persistent cookies could prevent some features from working correctly, such as opening Microsoft

Ward, Excel or PowerPaint documents in SharePaint, Select Deny to work without these features, Allow for

enabling persistent cookies, or Prompt to let users select an option.

Clientless Access for SharePoint

Host name of SharePoint server [ as

@ telp

[ skip > ” < Back ]l Mext > |[ Close I
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NetScaler AGEE
Private VIP

Create the private facing VIP that users will connect to when they type in
https://xd.ns.com into their browser Uniform Resource Locator (URL).

Access Gateway Wizard &l

Create or choose a virtual server

If you are creating a new virtual server, type the IP address, port, and virtual server name and dick Next.
To select a configured virtual server, dick Existing, select the server from the list, and dick Next.

CiTRIX

@ Introduction
» Mew () Existing

= Specify a server certificate PAddess I .1 .1 .5 Orvs

@ Name Service Providers Port™ [443 |

@ Configure authentication
@ Configure additional settings
@ Configure clientless access

Virtual Server Name™ |privatE vip] |

® Summary

&) telp <Back |[ Next> |[ Close |

Access Gateway Wizard &l

Specify a server certificate
Choose a certificate from the list of installed certificates.

CiTRIX

@ Introduction

@ Create or choose a virtual server Certificate Options [Use an installed certificate and private key pair w|  Create 5 Certificate Signing Request
k]

el Rk Server Certificate. [xdserver keypair -

@ Configure authentication

@ Configure additional settings
@ Configure clientless access
@ Summary

@) Help skip > ” < Back “ MNext > I[ Close l

From the NetScaler GUI:
NetScaler =
Access Gateway =

Access Gateway
Wizard.

Create Virtual Server:
Type: New

IP Address: 1.1.1.5

Port: 443

Name: private-vip

Next.

Server Certificate:

Options: Use an installed
certificate and private key pair

Certificate: xdserver.keypair

Next.

Note:

1) xd.ns.com must resolve to
internal ip address 1.1.1.5 &

(Do this with internal DNS)

2) Common Name in Server
Certificate xdserver.cer must
contain xd.ns.com.

16



DNS:
DNS Server: 1.1.1.9

Next.

Authentication:
Type: Local

User: deletethisuser2
Pass: <password>

Note: Because we are
authenticating at the Web
Interface, set this to Local
authentication.

You are required to create a
user, but you can delete it later.

Next.

Access Gateway Wizard

Hame Service Providers

@ Introduction

@ Specify a server certificate

-

@ Configure authentication

@ Configure additional settings
= Configure clientless access
2 Summary

For name resolution, configure the DNS or WINS servers,

CiTRIX

3

CiTRIX'

@ Create or choose a virtual server

Configured DNS Server®
WINS Server IP Address

Name Lookup Priority

Rery DNS Connection umber of mes)”

T —

OWINS  (@DNS

2 tep

sip> |[ <Back |[ mext> || dose |

Access Gateway Wizard

Configure authentication

Select the authentication type for your users. If you are using local authentication, create a user name and password. To create additional users, in the

navigation pane, dick Users.

@ Introduction

@ Create or choose a virtual server
@ Specify a server certificate

@ Hame Service Providers

k]

@ Configure additional settings

@ Configure clientless access

@ Summary

Select an authentication type |LOCAL -

User Name™ |delebeﬂ'nsuser2

Password |---............

@) Help

skip > ][ < Back ]| Next > |[ Close ]
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Access Gateway

Configure additional settings

@ Introduction
@ Create or choose a virtual server
@ Specify a server certificate
@ Hame Service Providers

@ Configure authentication

You can configure authorization settings and port redirection on this page. With port redirection, if users log on to the Web page using an unsecure connection on
port 80, they are redirected to 3 secure connection (usually on port 443).

CiTRIX

‘Configure Authorization
O Allow  (3) Deny
Select authorization requirements for your users. Authorization is applied globally and can be overridden

by configuring additional authorization policies. This setting can be changed in Access Gateway global
settings.

W Redirect Requests for Port 80 to a Secure Port
@ Configure clientiess access [EA Redirect to secure Weh address
@ Summary Type the secure Web address ‘https:ffxd.ns.com\
Users might leave off the “s™in https:// when typing in a Web address to the Access Gateway. If this
occurs, you can enable the request to automatically be redirected to a secure Web address.
@) telp

[ Skip > ][ < Back ]I Mext > I[ Close ]

Access Gateway ard

Configure clientless access

You can configure dientless access on this page. Enter the host names of SharePoint servers to configure dientless access for SharePoint,

CiTRIX

@ Introduction
@ Create or choose a virtual server
@ Specify a server certificate
@ HName Service Providers

@ Configure authentication

@ Configure additional settings
a

Clientless Access

() hccess Gateway Plugin]

Users are allowed to log on using the Access Gateway Plugin only.

(3) Use the Access Gateway Plugin and allow access scenario fallback

Users log on using the Access Gateway Plugin. If users fail an endpoint analysis scan, they are permitted ta
log on using dientless access with limited access to network resources.

() Allgw users to log on using Clientless Access only
Users log on with a Web browser and are permitted limited access to network resources,

Configure Domains for Clientless Access

@ Summai
h Clientless Access Persistent Cookie
() Alow () Deny () Prompt
Disabling persistent cookies could prevent some features from warking correctly, such as opening Microsoft
Word, Excel or PowerPoint documents in SharePaint. Select Deny to work without these features, Allow for
enabling persistent cookies, or Prompt to let users select an option.
Clientless Access for SharePoint:
Host name of SharePoint server | [ Add
@) Help skip > ][ < Back ]l MNext > I[ Close ]

Additional:
Authorization: Deny
Redirect:

Redirect to secure web address
Address:
https://xd.ns.com

Next.

Clientless Access:

Use the Access Gateway Plugin
and allow access scenario
fallback.

Next.

Finish.

18



VIPs:

After configuring the Public VIP
and Private VIP you should see
them in the Access Gateway ->
Virtual Servers in the NetScaler
config GUL.

Public VIP: is used for client
connections coming from
outside the organization, or
Internet.

Private VIP: is used for client
connections comming from
inside the organization, or
Intranet.

The Server certificate should be
bound to both the Public and
Private VIPs.

& () Netscaler 10.217.105.64
) system
) Network
Cons
Oss
() 55L Offload
U AppExpert
&) Compression
() Integrated Caching
() Brotection Features
@ HTML Igection
() Load Balanding
) AAA - Application Traffic
£ Content Switching
@) Cache Redirection
@ esis
) Rewrite
) Responder
& Access Gateway
() Global Settings

() Resources
@ Application Firewall

@) Feature s disabled.

CiTRIX

NS9.1: Build 101.5.dl, Date: Jan 19 2010, 07:12:11

Monitoring | Configuration | Dashboard | Reporting | Documentation | Downloads | Logout

Settings & save Refresh All Help
[ e ‘ @ Refresh ‘ i Add to Favorites ‘ @t

Fort Protoc [ v o

publcvip ow 2225 #3580 o [
private-vip ow L1115 443 55L 0 0]

g res

Details

No tem selected.

<) guick Links

add... [Aopen.. @ Enable @ Disable ) Remove () statistics

[@Ready RTtems [F nsroot ¥
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From the NetScaler GUI:
NetScaler =
Access Gateway =
Policies =
Session =
Add.

Type in policy name, in this
example iphone_and_ipad.

At Request Profile, select ‘New
to create a new profile. In this
example, the request profile is
the same as the group name:
iphone_and_ipad

Note: This session profile will
be used to identify the Citrix
Receiver sessions coming from
the iPhone, iPod or iPad, and
tunnel traffic accordingly.

Expression:

Configure the following
expressions and select Match
All Expressions as the operator
for the expressions:

REQ.HTTP.HEADER User-Agent
CONTAINS CitrixReceiver

REQ.HTTP.HEADER User-Agent
CONTAINS CFNetwork

REQ.HTTP.HEADER User-Agent
CONTAINS Darwin

Next to Request Profile, select
‘New’.

NetScaler AGEE

CiTRIX

Proxy Group, Session Profile

To proxy the ICA connections from the XenApp or XenDesktop server to
the Citrix Receiver, the NetScaler AGEE needs to be configured to do so.
You do this by creating a session profile.

NetScaler

3

st
() 5L Offload
2 Appxpert
() Compression
) Integrated Caching
{0 protecton Features
(@ HTML Injection
) Load Balanding
(J AAA - Application Traffic
() Content Switching
@) Cache Redrection
@ css
CJ Rewrite
) Responder
9 (0 Access Gateway
() Global settings
) virtual Servers
0 Groups
[ users
2 {J Polides
[0 Pre-Authentication
) Authentication
[0 Authorizaton

Ac

Polices |, Profies |

NS9.1: Build 101.5.l, Date: Jan 10 2010, 07:12:11

Monitoring | Configuration | Dashboard | Reporting | Documentation | Downloads | Logout

Settings & save Refresh All Help

e ‘ & Refresh | & Enity Templates ‘ 3 Add o Favorites ‘ @ e ‘

Name

[ ruie RequestProfle Gobaly Bound?

[ priority]

Create Access Gateway Session Policy.

Hame= phone_and_ipad

RequestProfie™ | 1o configured Profies

Expression

IREQ HTTP.HEADER User-Agent CONTAINS CitriReceiver
IREQ.HTTP.HEADER, User-Agent CONTAINS CFiVetmark
IREQ HTTP.HEADER User-Agent CONTAINS Darwin

[This teble shows al the configured Expressions

Match All Exprassions| E‘ add.. (7] modt

Do @0 @on

Named xpressons [General ] Gentis fromdifeent geopraphicalregon

'] D Add Expression

[ Audiing
Desm | . |
o A
[ clentiess access 9| || Details | &) oy @ QuickLink = —
@3 Feature is disabled, No item s (oot (e |
o Favortes
<2 Quick Links ‘ T H (2 cpen... g Remove () Show Bindings. Giobal Bindings.

@ Ready PTtem [§Y nsroot v
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Create Access Gateway Session Profile

Mame™ |iphone_and_i|:uad
Unchecked Override Global chedk box indicates that the value is inherited from
Global Access Gateway Parameters.,
Metwork Configuration * Client Experience ‘\ISecurity \Published Applications \‘.
Override Global
Home Page |J'ix!PNAga1t2}conﬁg.)ﬂ'ri|| Display Home Page
URL for Web-Based Ema | | O
Split Tunne |=:== vl ]
[] gl Existing Connections ]
Sessio E-oL 5 |- | =
Client Idle Time-o s | | ]
Clientless Access lAIIow v]
Clientless Access URL Encoding |:3-'-s e '| ]
Clientess Access Persistent Cookie |-__': vl |:|
Plugin Type | dows vl ]
Single Sign-on to Web Applications
Credential Index |'?\ MAR, v| D
[] single Sign-or dows O
Client Cleanup Promp ]
Advanced
&) Help < Quick Link | Create | [ Close ]

Client Experience:

Home Page: http://1.1.1.3/
Citrix/PNAgent2/config.xml

Select Override Global.
Clientless Access: Allow.
Select Override Global.

Single Sign-on to Web
Applications: Selected

Select Override Global.
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Published Applications:
ICA Proxy:
On
Select Override Global
Web Interface Portal Mode:
Normal
Select Override Global

Select Create - to create the
Session profile.

Then Create again - to create
the Session policy.

Close.

B Create Access Gateway Session Profile

MName™ |i|:uhone_and_i|:uad |
Unchecked Override Global chedk box indicates that the value is inherited from
Global Access Gateway Parameters.,

Metwork Configuration ‘\Client Experience \Security " Published Applications \'.

Override Global

ICA Proxy [DN v]

Web Interface Address | | ]

Web Interface Portal Mode [NDRMAL v] =]

Single Sign-on Doma | | ]

Citrix Receiver Home Page | | ]
&) Help  <f} Quick Link | Create | [ Close ]
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Policy Binding:
From the NetScaler GUI:
NetScaler =
Access Gateway =
Virtual Servers.

The iphone_and_ipad session
policy should be bound to the
public-vip and private-vip.

Open the public-vip and select
the Policies tab.

Insert policy - select iphone_
and_ipad.

Select Ok.

Repeat this for the private-vip.

Welcome nsroot

() ss. Offioad
ra—
) Compression
() Integrated Caching
) protection Features
@ HTML Injection
() Load Balancing
) AAA - Application Traffic
) Content Switching
(@ Cache Redrection
g s
O Rewite
() Responder
B {2 Access Gatenay
() Global Settings
) virtual Servers
[ srowes
[ users
& (J Policies
() Pre-Authentication
) Authentication
() Authorization
) Auditng
[ Session
) Traffic
[0 Tcp compression
() Clientiess Actess

(@[] Festure is disabled.

NetScaler

O

NSO.1: Build 101.5.d, Date: Jan 19 20

Monitoring | Configuration | Dashboard | Reporting | Documentation | Downloads | Logout

Settings

& save

Refresh all Help

o

Pagdesse .2 .2 .5 ]

Protocol* [ssL -

e e [T

[ own state fush

ot [ ]

Certificates ', Authentication ' Bockmarks ' Policies ' Intranet Applications |, Intranet IPs | Published Applications |,
B Traffic ) Auditing e Pre-authentication < Clientless ‘

Priorty | Policy Name |Expression [profie
100 [ghone_and ipad ~ |REQHTTP.HEADER. User-Agent CONTAINS CitiaRe... iphane_and ipad

Details : iphone_and_ipad

2, Fing

Request Profile: iphone and ipsd  Rule:REQ.HTTP. HEADER User-Agent CONTAINS CitrixRecsiver 8& REQ.HTTP.HEADER
User-Agent CONTAINS CFNetwork 88 REQ.HTTPHEADER User-Agent CONTAIN Darvin

= ‘ & Refresh ‘ g Add to Faverites | @) Help

Maximum Users| Current Users]

[] 0

InsertPoiicy ') Unbind Policy  {i Regenerate Priorities /] Mocify Poiicy ‘

¢ Faverites

< guick Links

& tep

htication: ON ~ Current Users:0

[® Ready p1tems [ §V nsroot v/
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Secure Ticket Authority

Communication between the XenApp ot XenDesktop server and the
NetScaler AGEE depends on the Citrix Secure Ticket Authority. You must
configure this in the NetScaler AGEE. In this case the CTX STA resides on a

separate server.

NetScaler

e nsroot@10.217.105.64(ns)

&
>

SsL Offioad

Appespert |Reme}

i lpubc
cmpression o=

Integrated Caching
Protection Features
HTML Injection

Load alancing

AAA - Application Traffic

NSO.1: Build 101.5.c], Date:

Jan 19 2010, 07:12:11

Monitoring | Configuration | Dashboard | Reporting | Documentation | Downloads | Logout

Settings & save Refresh All Help
Eind ‘ @ Refresh ‘ 5 Add bo Faverites | @ Heb
B3 Configuce Acce Maxmum Users Current Users|
Neme®  [pibin | Paggessp .2 .2 s | 0 .
- J e [ ]

FR——

[] Doun state fush

Cantent Switching Certificates |, Authentication " Bookmarks |, Polces ' Intranet Applications | Intranet IPs " Published Applications |
@ (g Cache Redirection Next
g csie
J Rewrite Add
® ) Responder Active | Name.
@ () Access Gateway l
(] Global Settings
(0] virtual Servers
3 Groups URL® [f/1, 1,1 4/seripts/ctxsta.dl
3 users
= O I A
[0 Authentication Secure Ticket Authoril
() Authorization
D) Audtiog Actvate All Deactivate All Add
(33 session Active | URL Identifier State]
[ Traffic = http://1. 1. 1.4/sriptsctxsta.dl
[0 7¢P Compression av
[ clentiess Access v/ | petal
(@) Feature is disabled. A
= | navigation Pane
D e | o
<D guickinks 3 Ao e —

2, Fing

ntication:ON  Current Users:0

@ Ready P Ttems [V nsroot ¥

From the NetScaler GUI:
NetScaler =
Access Gateway =
Virtual Servers.

Open the public vip. In this
example it is public-vip at IP
Address 2.2.2.5.

Select Published Applications.

Under Secure Ticket Authority,
Add.

Enter the URL to the Secure
Ticket Authority, in this example
the same as the XenApp Server,
http://1.1.1.4/scripts/ctxsta.dll

Create.

Ok.

Repeat this for the private-vip.
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Install AGEE Cert locally:

On a Windows PC, run the
MMC and then add the
certificate snap-in for the
current user.

Copy the root certificate from
the Trusted Root Authorities to
the personal keystore (make
sure to copy and not move).

Download and Install the
iPhone Configuration
Utility:

Select Configuration Profiles.

Create a new Configuration
Profile.

Fill out the General profile
information.

CiTRIX

Testing Citrix Receiver

Once you have installed all of the components of this solution, you should test
it, by publishing a test application such as Notepad in XenApp or a Desktop
in XenDesktop, then connect with the Citrix Receiver.

Action  View  Favorites

Window  Help

[t XER @E

=lelx|

(33 console Root

IssiedTo / Iesued By Expration Date | IntendedPurposes | Friendy Name Status  Certificate Te A
&9 certfcates - Current User [ElMirosoft Root Certficate Authority - Microsoft Root Certificate Authority  5/9/2021 <Al MicosoftRoot Certf...
o E;Sé’“‘lﬁ " PHPT Certfication Authority MPHPT Certification Authority 3/13/2012 Server Authenticatio...  Japanese Governme...
o e oot Gertifation Auth etLock Arany (Class Gold) Fatan... Netiock Arany (Class Gold) Ftandst,.,  12/6/2028 Server Authenticatio... NetLock Arany (Czs.
ottt | Elnetiock Bpressz (Cass © Tanusi., Netlok Expressz (Clss ) Tanusty... - 2/20/2019 Server Authenticato...  NetLock Expressz (Cl..
(23 Enterprise Trust Enetiock Koziegyzoi (Ciass A) Tan...  NetlockKozjegyzoi (Class A) Tanusit...  2/19/2019 Server Authenticatio...  Net.ock Kozjegyzoi (...
(] Intermediate Certification Auth (Ca... Netiockh (Class...  12/14/2022 Client Authentication..
() Actve Directory User Object | CElNetLock Platina (Class Piatinum) F...  Netiock Platina (Class Platinum) Fét...  12/6/2028 Server Authenticatio. .
(3 Trusted Publishers ElNetiock Uzleti (Class B) Tanusitva... Netlock Ueti {Class B) Tanusitvany...  2/20/2019 Server Authenticatio... Netiock Ut (Class...
(3 Untrusted Certficates Netrust CAL 3/29/2021 Server Authenticatio... Netrust CA1
(3 Third-Party Root Certification 4| E]Network Solutions Certificate Aut... Network Solutions Certificate Authority  12/31/2029 Server Authenticatio... Network Solutions
{1 Trusted People [EINO LIABILITY ACCEPTED, (c}97V... NO LIABILITY ACCEPTED, (€)S7 Veri Time Stamping VeriSign Time Stampi.
(1 Other People <
iy WiSeKey Global Root GA CA Server Authenticatio... OISTE WiSeKey Glob...
(23 Certficate Envaliment Requests Tust Root CA 7/5/2022 Server Authenticatio... Post.Trust Root CA
& E;ﬁﬁﬁtes (Local Computer) rustRoot CA 8/20/2010 Code Sigring, Server... Post.Trust Root CA
‘O personal ErosTarca ArCA 2/7/2023 Server Authenticatio... POSTarCA
- 6] CE;MEES . n eme y Utiity Root CA 5/23/2012 Server Authenticatio... eSign Australia: Prim.
Trusted Root Certification Au
tRoot CA 6/26/201% Secure Email, Server... KeyMal PTT PostRo...
a E:E’“ﬁ?mt Properties £ Notary Root 5/30/2037 Server Authenticatio... Chambersign Public 4
a Im’xz;ﬁ;";m feotion uth | EQuoVadis RootCA 2 - iadis Root CA 2 11242031 Server Authenticatio... QuoVadis Root CA 2
LoVads Root CA 3 . dis Root CA 3 11/24/2031 Server Authenticatio...  Quoladis Root CA 3 5
(2 Trusted Publishers
uoVadis Root Certification Autho.... Quovadis Root Certification Authority  3/17/2021 Server Authenticatio...  QuoVacis Root Certf...
(22 Untrusted Certficates =
(3 Third-arty Root Certification A | EEJRoot CA Root CA 4/21/2012 Server Authenticatio...  MOGAHA Govt of Ko
(] Trusted People [ERroot ca Generslitst valencians Root CA Generalitat Valenciana 7/1/2021 Server Authenticatio...  Root CA Generalitat
(2 Other People rootca. xohm 4/s/z018 <all> <None>
Qo [EJrsa security 2048 V3 RSA Security 2048 V3 2/22/2026 Server Authenticatio... RSA Security 2048 V3
(2 Certificate Enrolment Requests|| Esaunalahden serveri cA Saunalahden Serveri CA 6/25/2019 Secure Email, Server...  Saunalahden Serveri...
sPC Saunalahden Serveri CA 6/25/2019 Secure Email, Server...  Saunalshden serveri...
Elsecure Certificate Services secure Certficate Services 12/31/2028 Server Authenticatio... Comodo Secure Certi...
Elsecure global ca secure Global CA 12/31/2029 Server Authenticatio...  Trustwave Root Certificz
. Sequre Server Certification Authority  1/7/2010 =All> <Nane>
Esecureniet A Class A Securelet CA Class A 10/16/2009 Secure Emal, Server... Secureiet CA Class A ~
< i} | E|E3 i >
Copies the current selection.
File Edit View Window Help iPhone Configuration Utili
Q-
LIBRARY Identifier Created
(W) Devices CraigCACert com.citrix.craigChCert 11/16/2002 2:28:07 PM
3 Applications Profile Name 11/18/2008 2:27:16 PM
] Provisioning Prafiles Gitrix Receiver for iPhons agaxencloud.net 11/20/2009 2:23:13 PM
XenApp ICA Proxy ag.xencloud.net 6/15/2009 2:08:47 PM

Email
| Mot Configured
73
/3| Not Configured
LDAP
Not Configured

CalDAY
(4% Not Configured

A\ Not Confioured

‘General
Mandatory

Exchange ActiveSync

Identity

Passcode Name
Mot Configured Display name of the profile (shawn on the device)
Citrix Receiver for iPhone
£ Restrictions 3
Lf[j Not Configured Identifier
Unique identifier for the profile (2.g. com.company.profile)

Descriptiol

e Wi-Fi ag.xendloudnet
% Not Configured
Organization
. VPN Name of the arganization for the profile
s 1 Payioad configured ]

n
Brief explanation of the contents or purposs of the profile

Profile description.

Security
Control when the profi
Aways

Subscribed Calendars

le can be removed.
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Q-
Crated
com.citrix.craigCACert 11/18/2009 2:28:07 PM
11/18/2009 2:27:16 PM
 agaencloud.net 11/20/2009 2:23:13 PM
agaendoud.net 6/15{2009 2:08:47 PM.

@ Ilr’;‘vhad Configured

@ Email
\u Not Configured

| Configure Credentials

Credentials:

Select Credentials -> Configure.

Select the Root CA Certificate.

Note: If using an Intermediate
Certificate, you should install
the Root CA Certificate and
the Intermediate Root CA
Certificate.

[/ Exchange ActiveSync
£ Not Configured

Us this section to specify the PKCS1 and PRCS12
certificates

— | DAP you want to install on the device. Add your
Not Configured ificate, and other certificates necessary to
authenticate the device's access to your netwiork.
CalDAY
£%2 Not Configured

Subscribed Calendars
Not Configured

g= Web Clips
B ot Configured

= Credential:
B it o

SCEP
Not Configured

Advanced
1 Payload Configured

Select the certificate(s) you'd ke to use.

| Issuedby | Intende... | Friendly...
m

]
EoIsTE wisek... CISTE Server A... OISTE ...

1
o
EElOISTE WiSeK... OISTE.. ServerA.. OISTE... M
ElriereRafig  CITRITE... CientA.. Hone N
Epost TrustRo... Post.Tru.. CodeSg.. PostTru.. 8/20/2010 1
PustTrusl Ro.. POSLTU.. SenerA. POSUTU.. J[SD2 1y
< i | 3
[ o ][ cened ][ vewcertfeats |
a-
LIBRARY [
W Devices Gitrix Receiver for iPhone agxencloud.net 11/20/2008 2:23:13 PM
e CraigCAGert comcitrix.craigCACert 11/18/2003 2:28:07 PM
(] Provisoring Proi Profile Name 14/18/2008 2:27:16 P
o . - Profile Name 2 | 2/4/2010 4:01:29 PM
| Confouration Profiles g agaardudnes f15/2009 2108:47 i1
@ o -
Not Configur . ~ =
Credential o®
% Email .
‘u Not Configured Credential Name
Name or description of the credential
[©/ Exchange Activesync [ns.com ]
| €A Not Configured
Certificate or Identity Data
— |DAP Certificates for inclusion on device.
ot Conured

CalDAY
£%2 Not Configured

Subscribed Calendars
Not Configured

g= Web Clips
B ot Configured

: Credential:
E 1 Paylond Configured

SCEP
Not Configured

Advanced I
Nat Configured |
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Export:
Select Export.
Save locally.

Citrix Recefver for iPhone ag.xencloud.net 11/20/2009 2:33:13 BM
CraigCACart com.citrix.craigCACert 11/18/2009 2:28:07 M
Prefile Name 11/18/2008 2:27:16 P
XenApp ICA Proxy ag.xencloud.net 6/15/2008 2:08:47 PM
e '
igur - - .
Credential @®
@ Email "
Credential Name
‘!‘ Nt Configured Name or description of the credential
‘©A Exchange Activesync [ns.com ]
E/ Not Configured
Certificate or Identity Data
LDAP Grtificates for indlusion on device.
Not Configured

CalDAV

(4% Not Configured
Subscribed Calendars
Mot Configured

Web Clips
Not Configured

Credential:
= Paylond Confgured

SCEP
Mot Configured

Advanced I
Mot Configured E

Export Document To

Savein: | £3xencioud_censkeys

& o2 em

@ |1# citrc Recsiver for hone.mobileconfi

My Recent
Documerts

@

Desktop

>

5

My Documents

iy Computer

File name:

Network | Save astype:
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@ xencloud_certskeys

i Fle Edit Vien Favorites Tools Help
@BE& - \J LE pEear:h [ Folders | [11]~
: address | and Settings\raigel My Documents\| #CTTRIX||£aCTS!

xendoudAGSRY.cer xencloudAGSRY key
Q Security Certficate Registration Entries
218 1KB
5 xendoudAGSRY.reg xencloudCA.cer
[A] rearie g Security Certificate
1KB 28
xendoudCA key 5 xencoudCA.reg
Registration Entries B REQ File
1KB 1KB
:

tnerProjects\App yixendoud_certskeys | [ Go

File and Folder Tasks

®i] Rename this fle
[ Move this file
Copy this file
& Publish this file to the Web
() E-mail this fle
X Delete this file

Other Places

() PhoneProxy
My Documents
i§ My Computer
&3 My Network Places

Details

Fle Edt Vien Contos Store Advanced Help iTunes | |

Applications G 0] Music Movies TV Shows  Podcasts

J3 Music
& Movies x a P &
I TV Shows [1Sync Applications: o admin’s iPhone:
(§) Podcasts -
mi_w ; S0... Category  Date
" Radio
STORE

[ Munes Store

¥ DEVICES
¥ SHARED
{3} Home Sharing
¥ GENIUS
#F Genius
¥ PLAYLISTS
(&) MunesDJ
ig 90s Music
i Classical Music
1] Music Videos
My Top Rated
g Recently Added
g7 Recently Played
1 Top 25 Most Played

Audio ! Photos Apps [ Other = Free
3.57 aB 17.4 B 197 MB 2027MB  10.84GB

iPhone Certificate:

At this point you can:

1) eMail the profile to yourself,
and open it with the iPhone.

or

2) eMail the Root CA Certificate
to yourself, and open it with the
iPhone.

or

3) Install it to your iPhone locally
using iTunes.

In this example, we install the
profile locally using iTunes

30



Install the Cert & Profile
onto the iPhone:

In this example we emailed the
cert to the iPhone, and installed
it.

Note: If you purchased a
certificate for an Certificate
Authority, then you don’t need
to install any certificates in your
iPhone, iPod or iPad.

31

From: = sy,
Sent: Friday, November 20, 2009 4:07 PM
To: T—

Subject:

Sent from my iPhone

£ Citrix Receiver for iPhon...

| 49KB

CiTRIX

Install Profile

IMPORTANT: The authenticity of
“Gitrix Receiver for iPhone” cannot
be verified.

Installing this profile will change
settings on your iPhone.

Cancel

Description
Received

Contains

Citrix Receiver for...

Citrix

Profile description.
Nov 20, 2009

VPN Settings
Root Certificate
APN

More Details

Description
Received

Contains

Citrix Receiver for...
Gitrix

Unsigned

Profile deseription.
Nov 20, 2009

VPN Seftings
Root Certificate
APN

More Details
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Download the Citrix
Receiver for iPhone:

Install and open iTunes by
Apple. Navigate to the Apple
Application Store, search,
download and install the Citrix
Receiver for iPhone.

Fle Edit View Controdls Store Advanced Help

@@ s ——=—C4

LIBRARY
53 Music
[ Movies

[l TV Shows

Podcasts
2] Appications
£ Ringtones
Ui Radio

STORE

g1 Purchased
» DEVICES
» SHARED
» GENIUS

» PLAYLISTS

TV Shows

App Store > Business » Citrix Receiver

Citrix Systems, Inc.

Citrix Receiver

Category: Business
Updated Aug 24, 2009

Current Version: 1.0.3 (Phone 0S 3.0 Tested)

Seller Citrix Systems, Inc
© 2008 Citrix Systems, Inc
15MB

Free (_GETAPP

Rated 4+

#0000

@) citrix Doc Finder
Administration
Design Applications
Financial
GoToMeeting
Health Care

Sales Tools

Streamed Apps

CUSTOMER RATINGS

APPLICATION DESCRIPTION

Fast, Easy Access to Windows appiications from
ANYWHERE

Need to get to your Windows apps from anywhere? With
‘simple, one-tap access, Citrix Receiver lets you use any
Windows app or document directly on your Phone or iPod
Touch. Open documents. Update reports. Approve
expenses. Even join a webinar.

WORK FROM ANYWHERE  reaktime access to Windows
apps and docs whether you're in an airport, at the doctor
s office, or in & meting.

HIGH DEFINITION EXPERENCE — Citrix HDX technology
deiivers rich, multi-media content including websites buik
in Flash® and Silverlights.

SMPLE, INTUTIVE NAVIGATION ~ interact with Windows
apps and docs using intuitive gestures.to zoom, pan, click
scroll and type with ease. Use the Doc Finder option to
sasily navigate files and folders on your company
networ

SAFE AND SECURE - data is encrypted and stored on
‘your company network, not on your device.

REQUIREMENTS:

- Wi-Fi or 3G connection
Citrix XenApp & or Presentation Server 4.5
Xenpp Web Services (formerly knowin as PNAgent site)
SECURITY FEATURES:

Citrix Secure Gateway
Access Gateway Standard Edition
Access Gatsway Enterprise Edtion

SERVER-SIDE FEATURE

Doc Finder hosted on Citrix XenApp

Don't have Citrix Xenpp?

Experience i live from your own Phone. Register for a
free demo account at httpictricioud net

WHAT'S NEW IN THIS VERSION:
- Citrix Access Gateway Advanced Ediion Support

. ATET 3G 11:56 AM

WifiTrak
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r = 10:40AM

Add Account

testuser

Gateway Settings

Access Gateway [ on

Standard Edition

-

Standard Edition
Advanced Edition

Enterprise Edition v

No Authentication v
Domain Only

RSA SecurlD® Only

Domain + RSA SecurlD®

-

_alCarrier = 10:40AM

Accounts
iii Txd.citrix.com

'-ii Test

Account Settings:

At this point you should see the
Citrix Receiver on your iPhone.

Tap on it to open it, and
configure with the gateway
settings to the AGEE iPhone
Proxy.

For this example:

Address: https://xd.ns.com
User: <username>

Pass: <password>

Domain: ns.com

Citrix Access Gateway:
Access Gateway:
On
Gateway Type:
Enterprise Edition
Gateway Authentication:

No Authentication

Apps:

Tap on Save. Tap on the save
profile, and Citrix Receiver
should login through the AGEE,
and receive the Applications
published on XenApp or a
Desktop from XenDesktop.
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Open the account:

Tap on the saved account
settings and watch the magic of
Citrix unfold.

WIndows XP streamed to an
iPhone

Windows 7 streamed to
an iPad

MY [S POWER

CiTRIX
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